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1
Decision/action requested

Approve the pCR to TR 33.776
2
References

3
Rationale

This solution addresses the key issue 3 in TR 33.776.
This solution proposes to reuse domain name (i.e. NF FQDN as the ACME identifier as in RFC 5555. The ACME server/CC can issue an NF certificate with the NF instance ID based on the information included in the NF FQDN. 

4
Detailed proposal

pCR 
*** Start of 1st CHANGE  ***

6.y
Solution #y: Using NF FQDN as ACME identifier
6.y.1
Introduction 
This solution addresses the key issue #3. 

The origin ACME protocol defined in the RFC 8555 [2] was designed to help a web server to get a domain name certificate from a CA automatically. However, in the current operator networks, an NF-instance-ID certificate is prefered since the NF instance ID is used to uniquely identify an NF. In this solution, the NF FQDN is linked to the NF instance ID so that the ACME protocol with domain name can be re-used for NF certificate management. 

6.y.2
Details
In 5G SBA, an NF is uniquely identified by an NF instance ID. The NF profile can also contain a FQDN.  In order to link the NF instance ID with its FQDN and re-use the ACME protocol based on a domain name, it is proposed to use an NF instance ID to form part of the NF’s domain name, e.g. NF_instance_ID. NF_types.operators_name.3gpp.org etc. 

As described in RFC 8555 [2], the following pre-conditions are assumed. When the http-01 challenge type is used, it is required that the ACME client is authorized to control the /.well-known/acme-challenge/ directory on the http server corresponding to the domain name. 
Figure 6.y.2-1 shows a high-level procedure for NF to obtain certificates from CA with ACME procedures (for simplicity, it is assumed that an NF takes the role of the ACME client). The procedure is as follows:
1. After the NF is deployed, it starts the ACME client and performs following the steps for certificate issuing based on RFC 8555 [2]. 

2. The ACME client on the NF chooses a CA and creates an ACME account as in RFC 8555 [2]. 
3. The ACME client creates a certificate order on the CA. To confirm that the ACME client is authorized to delegate the identifiers, the ACME server at the CA side generates challenges for the ACME client to complete. 
4. The ACME client downloads the challenge from the ACME server, choose one of the challenge types, e.g. http-01 and complete the challenge accordingly. 
5. After the ACME client complte the challenge successfully, the CA is authorized to generate certficates based on the domain name. To receive the certificate, the ACME client needs to send a Certificate Signing Request (CSR) to the ACME server. 
6. After receiving the CSR, CA issues the certificates and put under the relevant directory on the ACME server. The certificate contains the NF instance ID. 
7. The ACME client downloads the certificate from the ACME server.





Figure 6.y.2-1: ACME procedure for NF certificate management 

6.y.3
Evaluations

The solution is limited to NF producers since it assumes control over HTTP resources for the challenge. 

In order to not impact ACME, the solution requires changes to the current SBA certificate profiles so that an FQDN formed based on the NF instance ID can be used as an identifier value for the challenge. Observe that the standard impact are not only limited to the profile since there are also requirements for NF instance ID checks based on what is included in the certificate for example in TS 33.501 [x1].

Otherwise, in order to not impact the current certificate profile, the ACME server functionality must be enhanced in order to bypass current restrictions on the identifier values. More precisely, the ACME server must be able to form the FQDN based on the included NF instance ID (as is) and additional configuration paramters controlled by the operator. This might require additional work in IETF.
*** END OF 1st CHANGE***
*** Start of 2nd CHANGE ***
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Standard procedures from RFC 8555





4. ACME client completes the authorizations (http-01/dns-01) of the order 
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