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1	Decision/action requested
Approve to include the PCR for the TR 33.759
2	References
	
3	Rationale
The contribution proposes a new key issue for this study.   
4	Detailed proposal
pCR
***  BEGINNING OF 1st CHANGES  ***
[bookmark: scope][bookmark: _Toc116922483][bookmark: _Toc107826365][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc63690071]X.1	Key issue # X: security enhancement to NEF services
[bookmark: _Toc116922484]X.1.1	Key issue details 
[bookmark: _Toc116922485]In the TR 23.700-59 [x1], a key issue has been included to enhance NEF services to support service exposure and interactions between MNOs and UTM functions, e.g. pre-mission flight planning and in-mission flight monitoring for UAVs and supporting multiple USSs serving different geographical areas corresponding to the UAV flight path. The UTM, taking the role of AF and interacting with the MNO, can be a third-party entity. Therefore, it should be studied how to secure the interactions for services newly introduced between the thrid-party AF and the MNO through an NEF. In addition, the impact of multiple USSs to the security procedures needs to be studied to ensure security of UUAA and pairing authorization etc. 
X.1.2	Threats
If UTMs, taking the role of a thrid-party AFs, are not authenticated or authorized, a compromised third-party UTM may mis-use NEF services, tamper with flight plans and monitor UAV in-mission flights etc.  
If security procedures, e.g UUAA and paring authorization etc, are not adapted to support multiple USSs, the security procedures may fail in the multiple USS scenarios. 
[bookmark: _Toc116922486]X.1.3	Potential security requirements 
The 5G system shall secure interactions between a third-party UTM and the NEF for enhancements of NEF services.  
The 5G system shall ensure the security procedures support multiple USS scenarios. 
	***	END OF 1st CHANGES	***
	***  BEGINNING OF 2nd CHANGES  ***
[bookmark: _Toc162215809]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x1]	3GPP TR 23.700-59: "Study on architecture enhancements of UAS, UAV and UAM; Phase 3"
	***	END OF 2nd CHANGES	***

