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1
Decision/action requested

This document proposes to add a new key issue for disabling AIoT devices’s in Ambient IoT.
2
References

[1]
3GPP TR 23.700-13
[2]
3GPP TR 33.713
[3]
3GPP S3-240955

3
Rationale

The SA3 SID [3] contains the following NOTE: 
NOTE 1: enable/disable device operation as mentioned in SP-231803 will be investigated in this study.

This contribution proposes a new key issue for disabling AIoT devices.
4
Detailed proposal
**** START OF CHANGE ****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[XX]
3GPP S3-240955 
[YY]
3GPP TS 22.369: "Service requirements for ambient power-enabled IoT".
**** NEXT CHANGE ****

5.X
Key Issue #X: Disabling AIoT devices
5.X.1
Key issue details

The SA3 SID [XX] contains the following NOTE: 
NOTE 1: enable/disable device operation as mentioned in SP-231803 will be investigated in this study.

According to TS 22.369 [YY], the 5G system needs to have some means for disabling an Ambient IoT device or a group of Ambient IoT devices.
Based on operator policy, the 5G system shall provide a suitable mechanism to permanently disable the capability of an Ambient IoT device or a group of Ambient IoT devices to transmit RF signals.
If an Ambient IoT device is compromised, then an Ambient IoT device can be used to attack the 5G system or the AF . The Ambient IoT device might not obey to the commands from the AF, or might respond even when not requested by the 5G network or AF. These attacks could take place on control plane or user plane (if supported).
The relations between device owner, application owner and access network operator must be clearified. Specifically, who has the right to disable a device and what coordination between the involved parties must take place before disabling takes place.
5.X.2
Security threats

A compromised Ambient IoT device could perform operations which it originally was not intended to support or do.
An attacker on the air-interface disables the device.

An operator providing an access network disables a device eventhough the owner of the device is a third party and the operator does not have the right to fully disable the device. The operator could have right to ban the device from accessing this particular network though.
5.X.3
Potential security requirements

The 5G system shall support a secure mechanism in order to disable a Ambient IoT device or a group of Ambient IoT devices.
NOTE: Solutions need to take into account the different roles of network operator, device owner and application owner. Solutions need to be evaluated to ensure that the roles have appropriate control over their assets.
**** END OF CHANGE ****

