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1	Decision/action requested
It is requested to approve the KI
2	References
[i] 3GPP TR 33.754: "Study on security aspects for multi-access (dualSteer + ATSSS Ph-4)"
[ii] 3GPP TR 23.700-54: "Study on Multi-Access (DualSteer and ATSSS_Ph4)"
[iii] 3GPP TS 23.501: "System architecture for the 5G System (5GS) "
3	Rationale
This pCR introduces a new Key Issue for the study TR 33.754 [i]. 
4	Detailed proposal
**** START OF CHANGE ****
[bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632][bookmark: _Toc95076617][bookmark: _Toc106618436][bookmark: _Toc160205805]X.Y	Key Issue #Y: Confidentiality and integrity protection of the communication between UE and 5GCore in Non-Integrated Non-3GPP Access.
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc160205806]X.Y.1	Key issue details
TR 23.700-54 [ii] introduces the concept of non-Integrated non-3GPP Access (NIN3A), a type of non-3GPP access network that provides direct IP connectivity between the UE and the UPF without any intermediate NF such as Non-3GPP Interworking Function (N3IWF) and Trusted Non-3GPP Gateway Function (TNFG). This access type should not compromise the security of the 5G network. 
This key issue focuses on safeguarding the confidentiality and integrity of data exchanged between the UE and the 5G Core Network under NIN3A connectivity, within the ATSSS framework. It emphasizes the need for comprehensive security measures that encompass both the associated proxy functionalities, such as MPQUIC and MPTCP, as specified for ATSSS in TS 23.501 (clause 5.32) [iii], and beyond.
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc95076619][bookmark: _Toc106618438][bookmark: _Toc160205807]X.Y.2	Security threats
If the communication between UE and 5G Core Network via NIN3A is not confidentiality and integrity protected, an attacker could intercept and manipulate the traffic between both endpoints, leading to data theft, tampering or service disruption. These vulnerabilities could undermine the trust and reliability of the 5G network, especially in scenarios that leverage NIN3A for enhanced connectivity.
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The new simplified ATSSS architecture over non-3GPP access should provide the mechanisms to protect the traffic (user plane and/or control plane) between the UE accessing the network via Non-Integrated Non-3GPP Access (NIN3A) and the 5G Core Network. 
Editor’s note: Whether control plane protocol stack is needed in Non-3GPP access, and consequently the associated security requirement, will depend on the conclusions of TR 23.700-54 [ii]
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