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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Propose a new key issue on the privacy protection of Ambient IoT system.

4
Detailed proposal
*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[i1]
3GPP TS 22.369: "Service requirements for ambient power-enabled IoT".

…
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<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

*** NEXT CHANGE ***

5.X
Key issue #X: Privacy protection of Ambient IoT systems
5.X.1
Key issue details 

3GPP system has to be able to protect the privacy of the Ambient IoT (AIoT) Devices. Failure to protect the privacy of AIoT Devices will open vulnerabilities in 5GS and allow for various privacy attacks, including tracing and tracking AIoT Devices and their attached entities.
There is following privacy related description in clause 5.2.6 of TS 22.369 [i1]:
…… 

The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication between an Ambient IoT device and the 5G network or an Ambient IoT capable UE.

……

5.X.2
Security threats

Failure to protect the privacy of the AIoT Device will open vulnerability in 5GS and allow various privacy attacks including tracing and tracking identities. This will further lead to information leakage about the entities to which AIoT devices are attached, such as location information.
5.X.3
Potential security requirements

The 5G System should provide means for mitigating trackability and linkability attacks on AIoT Devices during communications between AIoT Devices and 3GPP networks.
*** END OF CHANGES ***

