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1	Decision/action requested
It is requested to agree to the proposed key issue for TR 33.784. 
2	References
[x] 	3GPP TR 23.700-84
3	Rationale
It is proposed to add a KI on authorization of selection of participant NWDAF and/or AF in VFL.
4	Detailed proposal
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[bookmark: _Toc2181][bookmark: _Toc145075113][bookmark: _Toc145061648][bookmark: _Toc145074667][bookmark: _Toc145074909][bookmark: _Toc145061445]5.X.1	Key issue details
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]As per KI#2 in SA2 AIML TR 23.700-84[x] studies enabling 5GC support for vertical federated learning (VFL), including multiple NWDAF instances (e.g., in multi-vendor scenario) or the NWDAF with AF(s) participate in the VFL operation. In R18 the authorization of selection of participant NWDAF instances in the Horizontal Federated Learning group has been studied. Whether and how the general security principles for authorization of participant NWDAFs in a Federated Learning group can be extended and applied in the VFL should be further evaluated. And the authorization of selection of participant NWDAF and AF(s) is yet to be investigated. 
This key issue studies the authorization aspect of including participant NWDAF and AF(s) in the VFL group.
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Without proper authorization mechanism, the unauthorized NWDAF/AF may join a VFL group, consequently having a negative impact on the model generation (e.g., incorrect model, incorrect inference), or the leakage of training data and model. 
Without proper authorization mechanism, the NWDAF/AF may join an unauthorized VFL group, resulting in the abuse of trained data and computational resources. If the training data contains UE privacy sensitive information, it could lead to UE privacy being violated.
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[bookmark: _Hlk162624572]The 5G system shall support authorization of selection of participant NWDAF and/or AF in the VFL group.
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