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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Propose a new key issue on the security protection of Ambient IoT system.

4
Detailed proposal
*** BEGIN CHANGES ***
5.X
Key issue #X: Security protection of Ambient IoT system
5.X.1
Key issue details 

5G Ambient IoT (AIoT) services are cellular IoT communication systems where 5G AIoT Devices utilize harvested energy to generate RF signals for bi-directional information transmission. 5G AIoT services are characterized by support of widespread deployment of low-cost, ultra-low complexity devices with limited functions, requiring only small and infrequent data transfers and without the need for batteries.

Security aspects of CIoT and NB-Iot have been studied and specified for devices that are more capable than the expected AIoT Devices. However, since AIoT Devices are characterized to be limited in terms of power, computing, and storage capabilities, existing security mechanisms that are specified in the current specifications (e.g., security mechanisms supporting CIoT or NBIoT services) may prove challenging. For example, some of the issues listed below may arise:
1.
The AKA mechanism may be too heavy to be supported by AIoT Devices.
2.
AIoT Devices may be stateless, and existing Secure Mode Command (SMC) procedures and access security mechanisms may no longer be applicable.
3.
The subscription management, authentication procedure, and authorization procedure of AIoT may differ from existing systems, thereby affecting the AIoT security architecture.
This key issue is to study security algorithms, AIoT Device authentication and authorization, and data communication security in AIoT systems.
5.X.2
Security threats

If AIoT Devices do not have security mechanisms, they may face the following threats:
-
When AIoT Device and 3GPP network cannot mutually authenticate, this condition may cause issues such as Man-in-the-Middle (MITM) or impersonation attacks.
-
Without the confidentiality, integrity, and anti-replay protection there will be no security protection of the communication between AIoT Device and 3GPP network.
5.X.3
Potential security requirements

The 3GPP system shall support lightweight security mechanisms suitable for AIoT systems.
The 3GPP system shall support mutual authentication between the AIoT Device and the 3GPP network.

The 3GPP system shall support means to provide confidentiality, integrity, and anti-replay protection for data communication between AIoT Device and the 3GPP network.
*** END OF CHANGES ***

