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1
Decision/action requested

It is proposed to discuss the security enhancements for Ambient IoT Service. 
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Rationale
3.1
Potential security requirement
Taking SA2’s consensus and SA3 SID proposal as a starting point, there are several aspects that needs to be taken in to consideration.
3.1.1
Protection of enable/disable device operation
As specified in TS 22.369 [1], “Based on operator policy, the 5G system shall provide a suitable mechanism to permanently disable the capability of an Ambient IoT device or a group of Ambient IoT devices to transmit RF signals. Subject to operator policy and regulatory requirements, the 5G system shall support suitable mechanisms for the Ambient IoT device to move between one or more networks and countries.” If the devices follows the fake operation (e.g. per permanently disable operation) from attacker, denial-of-service attack will be launched. In addition, a NOTE as “enable/disable device operation as mentioned in SP-231803 will be investigated in this study” is also added. Thus, how to protect this operation should be considered in the security study. 

Proposal 1: The protection of enable/disable device operation should be studied as a key issue. 
3.1.2
Device authentication in network side

In some use cases (e.g. inventory in automated warehousing), if an attacker impersonates the victim device and reports fake identification, the accuracy of the inventory result will be impacted. To mitigate such attack, network may need to authenticate the Ambient IoT devices to validate the reported ID.  Device authentication in network side impacts the service result (e.g. accuracy of the inventory result).
 Proposal 2: Device authentication in network side should be studied as a key issue.
3.1.3
Protection for the command and the data transferring
In the operation, command and the data transferring are two valuable information. Correspondingly, two aspects can be considered.
a) Authorization of the command in device. For example, the write command may request the device to store the received data, which requires security protection.
NOTE 1: The solutions towards requirements on clause 3.1.1&3.1.3 could be same. 
b) Data transferring protection. For example, in sensing data reporting case (e.g. data collection in Power substation), if an attacker modifies the sensing data over the air interface, fake report will be sent to the client. To mitigate such attack, integrity protection may be required. Similarly, confidential protection and anti-replay protection may also be required.
Proposal 3: Protection for the command and the data transferring should be studied as a key issue.
3.2
Target and constraints 

As documented in R19 RAN study proposal [2], several working assumptions have been made. The device power consumption are considered as constrains for security designs. 
For example, the devices with ~1 µW peak power consumption and devices with a few hundred µW peak power consumption are two categories. In this case, it is very challenging and impossible for the device to support all the security features in TS 33.501 [3]. Therefore, it’s very likely the lightweight security mechanisms have to be considered to meet the performance requirement defined by RAN group. 
3.3
Security solutions in RFID specification
The security considerations are similar between RFID system and Ambient IoT devices. The security solutions in RFID are examples for devices with constrained capability. 

The security solutions in RFID specification [4] [5] are descripted as below.
NOTE 2: This clause is just for information. The solutions in RFID specs can be considered, however, the applicability for Ambient IoT service should be also evaluated. 
Table 1: summary of security solutions in RFID specification
	num
	Security requirement
	Solution
	Algorithm
	Mandatory/optional
	Commercial status

	1
	Protection of enable/disable device operation
	Password-based
	N/A
	M
	All product

	
	
	cryptography-based 
	e.g. AES
	O
	High-value product

	2
	Device authentication in network side
	cryptography-based 
	e.g. AES
	O
	High-value product

	3
	Protection for the command and the data transferring
	Password-based
	N/A
	O
	Most product

	
	
	cryptography-based 
	e.g. AES
	O
	High-value product


3.3.1 Protection for enable/disable device operation

Two approaches are specified as shown in the Table 1.

a) Password-based solution. Password for kill (permanently disable operation) protection is mandatory to be supported in RFID system. In the commercial market of RFID, almost all the RFID devices will enable this password for kill (permanently disable operation) protection.  
b) Cryptography-based solution. As any optional feature, authentication with cryptography-based solution is specified. High-value product with advanced RFID device will implement this feature.

3.3.2
Device authentication in network side. 
As an optional feature, authentication with cryptography-based solution is specified. High-value product with advanced RFID device will implement this feature. 

3.3.3
Protection for the command and the data transferring
Authorization of the command in the device side. Two approaches are provided. 
a)   It is optional to support the password for access control. The authorization of the command is based on the verification of this password. Most of the RFID devices will enable the password for access control. 
NOTE 2: password for kill protection and password for access control are separate in RFID system.
b)  Cryptography-based solution. As any optional feature, authentication with cryptography-based solution is specified. High-value product with advanced RFID device will implement this feature.
For data transferring protection, it’s an optional feature, encryption and integrity protection with cryptography-based solution is specified. High-value product with advanced RFID device will implement this feature.
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Proposals for endorsement
Proposal 1: The protection of enable/disable device operation should be studied as a key issue. 
Proposal 2: Device authentication in network side should be studied as a key issue.
Proposal 3: Protection for the command and data transferring should be studied as a key issue.
