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1
Decision/action requested

It is requested to agree to the proposed key issue for TR 33.713.
2
References

[x]
TR 23.700-13 
3
Rationale

The contribution proposes to add a KI on protection of information transfer for AIoT services.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

5.X
Key Issue #X: Protection of Information Transfer for AIoT Services
5.X.1
Key issue details

In TR 23.700-13 [x], the following KI on support of Ambient IoT Services is introduced:

-
Study how to support information transfer for Ambient IoT services and related system functionality, including the information transfer for an Ambient IoT device and for a group of Ambient IoT Devices.

NOTE 2:
The above aspect includes studying whether there is a need to support session based transfer between Ambient IoT Device and the network considering the device types and capabilities.

-
Study which of the enabled Ambient IoT services are exposed to AF and how, e.g. for the case AF requests Ambient IoT service for an Ambient IoT Device and for a group of Ambient IoT Devices.

Based on the description, SA2 is studying several solutions for information transfer of two types of Ambient IoT services, i.e., Inventory and Command in their TR 23.700-13 [x], most of which mentioned security aspects of Ambient IoT services may need SA WG3 study.
Considering that Ambient IoT Devices are a new type of devices with reduced capabilities, i.e., no RRC state, no Mobility and no Handover, it’s necessary to study the security procedures for which is dedicated to the Ambient IoT services. For example, in Solution #6 and #9 of TR 23.700-13 [x], the NAS-based data transfer for Ambient IoT services is proposed instead of the PDU Session/QoS Flow based data transfer. Whether existing security procedures for NB-IoT-like devices such as EDT and SDT can be reused needs to be further studied by SA3.

5.X.2
Security threats
Without the integrity protection of Ambient IoT service information during inventory or command operation, an attacker could modify, inject or remove the signalling data such as AIoT ID, application data and environment information.

Without the confidentiality protection of Ambient IoT service information during inventory or command operation, an attacker could eavesdrop the signalling data such as AIoT ID, application data and environment information.
5.X.3
Potential security requirements
The 5G system shall support integrity and replay protection of the information transfer during inventory or command operation for the Ambient IoT service.

The 5G system shall support confidentiality protection of the information transfer during inventory or command operation for the Ambient IoT service.
*************** End of the change ****************

