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1
Decision/action requested

This contribution proposes to add Key issue on Security for multi-hop UE-to-UE relay discovery.
2
References

[1]
3GPP TS 33.503 "Security aspects of enhancement for proximity based service in the 5G System".

[2] 3GPP TR 23.700-03 "Study on System enhancement for Proximity based service in the 5GS - Phase 3".
3
Rationale

In [2], it was proposed to support multi-hop UE-to-UE service, therefore this contribution proposes adding key issues related to discovering security during multi-hop UE-to-UE communication.

4
Detailed proposal

**** 1st CHANGE ****

5.X
Key Issue #X:  Security for multi-hop UE-to-UE relay discovery

5.X.1
Key issue details

The multi-hop UE-to-UE relay service are proposed in 23.700-03[2], source UE discovers target UE through nearby multi-hop UE-to-UE Relay, and discovery messages during multi-hop UE-to-UE relay communication should be protected. If the security of discovery messages used for multi-hop UE-to-UE relay communication is not protected, it may lead to various attacks by unauthorized UEs, such as discovery message manipulation or potential leakage of privacy sensitive information. Therefore, the security aspects of discovery messages broadcasted in multi-hop UE-to-UE relay discovery should be studied. 

Note: The multi-hop UE-to-UE Relay in this clause refers to the Layer-3 multi-hop UE-to-UE Relay.
5.X.2
Security threats

If the discovery messages are not integrity protected and anti-replay protected, the parameters included in the discovery messages can be modified, or replayed by an attacker. 

If the discovery messages are not confidentiality protected, the privacy sensitive parameters (e.g. Relay Service Code and ProSe Restricted Code) can be eavesdropped by an attacker. 
5.X.3
Potential security requirements

The 3GPP system shall provide a means for confidentiality protection, integrity protection and anti-replay protection of discovery messages for multi-hop UE-to-UE relay discovery.

The 3GPP system shall provide a means to protect the privacy sensitive information of source UE, multi-hop UE-to-UE Relay(s) and target UE during multi-hop UE-to-UE relay discovery procedure.

The 3GPP system shall provide a means to securely provision the security materials for multi-hop UE-to-UE relay discovery.

**** END OF CHANGES ****

