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1
Decision/action requested

This contribution proposes to add new key issue to TR 33.745.
2
References

[1]
3GPP TR 33.745: "Study on Security aspects of 5G NR Femto."
3
Rationale
The optional EAP-AKA-based hosting party authentication following the device authentication of the H(e)NB is specified in TS 33.320, it needs to investigate whether the IKEv2 EAP-AKA authentication mechanism is appropriate for 5G Femto. 

This contribution proposes to add new KI to investigate whether the IKEv2 EAP-AKA authentication mechanism for Hosting Party is still appropriate in 5G Femto.

4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ***************
5.X
Key Issue #X: Hosting Party authentication
5.X.1
Key issue details

The optional EAP-AKA-based hosting party authentication following the device authentication of the H(e)NB is documented in TS 33.320, it needs to investigate whether the IKEv2 EAP-AKA authentication mechanism is appropriate for 5G Femto. 

This key issue proposes to investigate whether the IKEv2 EAP-AKA authentication mechanism is still appropriate for 5G Femto, whether any upgrade is needed, and the related procedure.
5.X.2
Security threats

Identity authentication is the basis of security, if the hosting party is required, lack of authentication for the hosting party may lead to spoofing or impersonation attacks.
5.X.3
Potential security requirements
When hosting party is required in 5G Femto, the related hosting party authentication mechanism shall be supported.
*************** End of the change ****************
