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1
Decision/action requested

It’s proposed to agree on this new key issue on digital identity authentication and authorization.
2
References

3GPP TS 22.156 Mobile Metaverse Services

3
Rationale

This contribution is proposed to add a new key issue to TR 33.721.
4
Detailed proposal

**** Start of 1st Change****
5.X
Key issue #X: Digital identity authentication and authorization for non-IMS based metaverse service 
5.X.1
Key issue details 

According to TS 22.156[X] a user can take part in mobile metaverse services that provide digital representations of several other users simultaneously. Avatar is one kind of digital representation with its digital identity used to identify the digital representations. 

In  order for the digital representations of users to use the metaverse services, the digital identity of the digital representations should be authenticated.
The digital representations could be used by malicious users to impersonate other users, thus it’s essential to ensure that the objects of digital representations cannot be tampered with or accessed by unauthorized entities.

5.X.2
Threats

A malicious user can use digital Identities belonging to other users or forged digital identities to initiate metaverse services.

5.X.3
Potential security requirements 

The 3GPP system shall be able to authenticate and authorize the digital representation to be used in mobile metaverse services. 

**** End of 1st Change****
**** Start of 2nd Change****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[X]
3GPP TS 22.156: "Mobile Metaverse Services".

**** End of 2nd Change****
