3GPP TSG-SA3 Meeting #115AdHoc-e
S3-241221
Electronic meeting, online, 15 - 19 April 2024
Source:
Huawei, HiSilicon
Title:
New KI on authorization mechanism of selection of VFL participants in the VFL group, outside the PLMN
Document for:
Approval

Agenda Item:
5.7
1
Decision/action requested

Approve the key issue on authorization mechanism for inclusion in TR33.784. [1] 
2
References


[1]
3GPP TR 33.784, ' Study on security aspects of Core Network Enhanced Support for AIML' 
[2]
3GPP TR 23.700-81, ' Study of Enablers for Network Automation for the 5G System (5GS); Phase 3' 

3
Rationale

TR 23.700-81[2] studies the architecture enhancement to support Federated Learning (FL) which allows the cooperation of multiple NWDAFs containing MTLF to train an ML model in 3GPP network. As per KI#8 in TR 23.700-81[2], it will involve selection of participant NWDAF instances in the FL group. Vertical Federated Learning (VFL) is a collaborative AI/ML that may support AI training and inference for verifying and/or predicting the application QoE performance, network energy saving, and mobility optimization. This collaborative AI/ML operation involves 5GC/NWDAF and/or AF. Malicious participants, e.g. external AF could join the VFL group and cause several security issues, such as a model leak and model alteration. Thus, SA3 needs to study the potential solutions on the security aspect including NWDAFc acting as FL server and AF acting as FL client, considering the oustide PLMN scenarios. 
4
Detailed proposal

SA3 to kindly approve inclusion of these changes in TR 33.784 [1].
********* Begin 1st change*********
2
References
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[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x1]
3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[x2]                      3GPP TR 23.700-84, ' Study on Core Network Enhanced Support for Artificial Intelligence (AI)/Machine Learning (ML)'
********* End 1st change*********
********* Begin 2nd change*********
5.X   Key Issue #x: Authorization mechanism of selection of VFL participants in the VFL group, outside the PLMN
5.X.1
Key issue details 
The TR 23.700-84 [x2] studies the architecture enhancement to support VFL which allows the cooperation of multiple NWDAFs containing MTLF to train an ML model in 3GPP networks. 

As specified in TS 23.288 [x1], the NWDAF may interact with an external AF to collect data from UE applications as a data input for analytics generation. In case when AF is located outside the MNO, the NEF is used to exchange the messages between the AF and the NWDAF. The NWDAF is acting as VFL server aiming to communicate with AF acting as VFL client to download the bottom FL model. Hence, the authorizations of VFL client and VFL server to participate in the VFL process shall consider the scenario that VFL client may not be NWDAF.
This key issue studies the authorization aspects of VFL server and VFL clients in the VFL group through NRF and NEF, outside the PLMN scenario. Considering AF acting as VFL client and NWDAF acting as VFL server.
5.X.2
Security threats
There are following threats that could occur during the VFL process if the VFL participant such as external AF is not properly authorized:      

- Authorized AF's resource may be used up by being included into many unauthorized VFL groups.
- Global training model of the VFL group could be altered by the external malicious AF. 

5.X.3
Potential security requirements

VFL participants should be authorized to join a VFL group.  
********* End 2nd change*********
