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1	Decision/action requested
It is requested to approve the KI
2	References
[i] 3GPP TR 33.784: "Study on security aspects of Core Network Enhanced Support for AIML"
[ii] 3GPP 23.700-84: “Study on Core Network Enhanced Support for Artificial Intelligence (AI)/Machine Learning (ML)”

3	Rationale
This pCR introduces a new Key Issue for the study TR 33.784 [i]. 
SA2 TR talks about different VFL roles for NWDAFs and/or AFs. 
-	VFL Initiator: Determines a VFL training process should be performed, involved in the discovery of VFL participants and VFL Model Training Preparation Phase
-	VFL Coordinator (optional): the VFL Coordinator is responsible for maintaining the VFL process, i.e. by collecting required inputs from a set of participants in every iteration and providing them with the information needed to run the next iteration and for authorizing or removing VFL participants.
-	Active VFL Participant: NF performing the VFL model training with the required data labels
-	Passive VFL Participant: NF performing the VFL model training without the data labels.
Please refer to the TR for details
4	Detailed proposal
**** START OF CHANGE ****
[bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632][bookmark: _Toc95076617][bookmark: _Toc106618436][bookmark: _Toc160205805]X.Y	Key Issue #Y: Authorization of members of the VFL group
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc160205806]X.Y.1	Key issue details
As defined in the SA2 TR 23.700-84[ii], Vertical Federated Learning (VFL) can be considered as an alternative mechanism for distributed functionalities of an ML model. It is also stated that the NWDAF and/or (trusted and untrusted) AF may be involved for VFL.
This key issue aims to provide solutions for authorization of members involved in vertical federated learning (VFL) including NWDAFs and/or AFs, where no raw data need to be exchanged but some level of coordination is still required when training and inference are performed on local models. In this case, ML Models are exchanged among the participants in the VFL training process.
SA2 TR talks about different VFL roles for NWDAFs and/or AFs. Example, VFL Initiator, VFL Coordinator, Active VFL Participant and Passive VFL Participant. Based on the progress of the SA2 work, roles can be extended or reduced.
As different NWDAFs and AFs will be involved in the VFL process, 5GS ensures roles are respected during the VFL process.
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc95076619][bookmark: _Toc106618438][bookmark: _Toc160205807]X.Y.2	Security threats 
If an unauthorized NWDAF or AF instance joins an VFL, it may lead to the following issues:
- Sensitive training data and the VFL's ML model may leak out to the unauthorized VFL participants, e.g. NWDAF or AF.
-  Unauthorized VLF client (e.g NWDAF or AF) may affect the generation VFL group negatively, e.g., a participant resources may be used up by getting included in a VFL process where it is not authorized for.
[bookmark: _Toc513475455][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc56501636][bookmark: _Toc95076620][bookmark: _Toc106618439][bookmark: _Toc160205808]X.Y.3	Potential security requirements
5GS shall ensure the authorization of members involved in vertical federated learning (VFL) including NWDAFs and/or AFs before allowing the VFL process.
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