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1	Decision/action requested
It is proposed to approve this Key issue to study potential solutions.
2	References
[1]	3GPP TR 23.700-21, Study on Application enablement architecture for mobile metaverse services.
[2]	
3	Rationale
It is proposed to approve this key issue.
4	Detailed proposal
***	BEGIN OF 1st CHANGE	***
[bookmark: _heading=h.gjdgxs]
[bookmark: _heading=h.30j0zll]5.X	Key issue #X: Security aspects of exposure of user-sensitive information
5.X.1	Key issue details 
SA6 has captured the issue of ensuring appropriate user consent for handling sensitive information in clause 4.2 of TR 23.700-21 [1].
	Aspects of such information might also be obtained through core network capability exposure, e.g., relating to user identity, body movement or location, and reexposed by the enabler layer but not without the consent of the user. 

NOTE: 	SA6 defined enablers as of now do not consider the usage of user consent in the context of supporting localized mobile metaverse services.



Also, ensuring privacy aspects for exposure of user-sensitive information on application enablement for Localized Mobile Metaverse Services is one of the objectives of the present study.
Exposing user-sensitive information without proper consent and privacy protection can have severe security implications. Some of the key security aspects to consider regarding the exposure of user-sensitive information are data breaches, identity theft, privacy violations, trust and reputation, and regulatory compliance. 
This key issue is to study how to protect sensitive information in mobile metaverse service exposure and to ensure the appropriate user consent for handling this sensitive information. 


[bookmark: _heading=h.1fob9te]
5.X.2	Security Threats
An attacker can avail the user-sensitive information to launch targeted attacks that may cause data breaches, identity theft, etc.
[bookmark: _heading=h.3znysh7]Exposure of user-sensitive information can potentially lead to other threats, like privacy violations, trust and reputation, and regulatory incompliance. 
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5.X.3	Potential security requirements 
The 5G system shall support a mechanism to ensure the protection of user-sensitive information and ensure the appropriate user consent for handling this sensitive information. 
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