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1
Decision/action requested

Approve the pCR on new key issue on authorization of VFL member selection.
2
References

3

Rationale

This contribution proposes a new key issue on authorization of VFL member selection.
4
Detailed proposals
Start of Change 
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5.X
Key issue #X: Authorization of VFL member selection
5.X.1
Key issue details

Vertical federated learning (VFL) allows the cooperation of multiple NWDAF(s) and/or AF(s) to cooperate to train models locally where no raw data need to be exchanged. Thus, member selection will be studied.
Authorization of member selection between NWDAFs in Horizontal Federated Learning (HFL) has been studied and specified in Annex X.10 in TS 33.501 [xx]. However, member selection among NWDAF and AF are not studied yet. 
Specially,  the AF may be located outside of 3GPP network, in order to protect 3GPP network topology, the NWDAF topology information (e.g. NWDAF instance ID, IP address) shall not be sent out of 3GPP network even though the AF(s) and NWDAF(s) are authorized in the same VFL group.
5.X.2
Security threats
If a VFL client joins an unauthorized VFL group, it may lead to the following issues:

- 
VFL client's resource may be used up by being included into many unauthorized Federated Learning groups.
- 
Sensitive data may be used to train unauthorized Federated Learning group's ML model. 

If a VFL client joins a VFL group without being authorized by the VFL server, it may lead to the following issues:

- 
The unauthorized VFL client may affect the generation of VFL group's ML model negatively. 
If an authorized VFL member inside of 3GPP exposes its topology information to the VFL member out of 3GPP, it may expose operator’s topology information.
5.X.3
Potential security requirements

5GS shall support authorization of VFL member selection among NWDAF(s) and/or AF(s).
5GS shall support mechanism to protection of VFL member’s topology information.
Editor’s Note: The terms can be updated based on SA2’s progress.
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