3GPP TSG-SA3 Meeting #115AdHoc-e
S3-241179
Electronic meeting, online, 15 - 19 April 2024               


   


Source:
ZTE Corporation
Title:
New KI on Authorization of Members of The VFL Group
Document for:
Approval

Agenda Item:
5.13
1
Decision/action requested

This contribution proposes to add a key issue to TR 33.784.
2
References

[1]
3GPP TR 23.700-84: "Study on Core Network Enhanced Support for Artificial Intelligence (AI)/Machine Learning (ML)".
3
Rationale

The contribution proposes to add a key issue to TR 33.784.
4
Detailed proposal

************* Start of 1st Changes *************

5.X
Key Issue #X: Authorization of Members in a VFL Group
5.X.1
Key issue details
According to TR 23.700-84 [X1], 5GC will support Vertical Federated Learning (VFL) involving NWDAF and/or AF, where no raw data need to be exchanged but some level of coordination is still required when training and inference are performed on local models. And the federated learning between NWDAF and AF has not been studied before (e.g. when the NWDAFs and/or AFs are in different domains, locations, regions etc).
This key issue studies the authorization aspect of including participant NWDAFs and/or AFs instances in the VFL group, for which the NWDAFs and/or AFs may in different domains etc.
5.X.2
Security threats
If the NWDAFs and/or AFs are in different domains and have no mutual authorization, the sensitive data alignment information and the VFL group's ML model may leak out of the operator domain.
5.X.3
Potential security requirements
Authorization of selection of participant NF instances in the VFL group shall be supported:
- 
The server NF instance in 5GC shall provide means for authorization of client NF instances in different domains.

- 
The client NF in 5GC shall provide means for being authorized by server NF instances in different domains.
************* End of 1st Changes *************

************* Start of 2nd Changes *************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.700-49: "Study on Enhancement of support for Edge Computing in 5G Core network - Phase 3".
[X1]
3GPP TR 23.700-84: "Study on Core Network Enhanced Support for Artificial Intelligence (AI)/Machine Learning (ML)".

 [x]
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************* End of 2nd Changes *************

