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1
Decision/action requested

This contribution proposes to add a key issue to TR 33.784.
2
References

[1]
3GPP TR 23.700-84: "Study on Core Network Enhanced Support for Artificial Intelligence (AI)/Machine Learning (ML)".

[2]
3GPP TR 38.843: "Study on Artificial Intelligence (AI)/Machine Learning (ML) for NR air interface".
3
Rationale

According to TR 23.700-84 [1], enhancements to support AI/ML based positioning for case 2b and 3b as defined in TR 38.843[2] will be studied. Both case 2b and case 3b are UE positioning with LMF-side model and direct AI/ML positioning. One of the main architectural issue is to study the model transition between entity that trains the model and the model consumer.
From a security point of view, an authorization mechanism of ML model transition between the model provider and model consumer for LCS purpose is needed. Potential UE data transition between NFs for LCS purpose also need to be protected.
4
Detailed proposal

************* Start of 1st Changes *************

5.X
Key Issue #X: Security on Supporting Direct AI/ML Based Positioning
5.X.1
Key issue details
According to TR 23.700-84 [X1], enhancements to support AI/ML based positioning for case 2b and 3b as defined in TR 38.843[X2] will be studied. Both case 2b and case 3b are UE positioning with LMF-side model and direct AI/ML positioning. One of the main architectural issue is to study the model transition between entity that trains the model and the model consumer.
This key issue studies the authorization aspect of ML model transition between the model provider and model consumer for LCS purpose. Potential UE data transition between NFs for LCS purpose also need to be protected. The existing security procedures for AI/ML model sharing and UE data transition as described in TS 33.501 [X3] are to be reused as much as possible.
5.X.2
Security threats
An unauthorized AI/ML consumer, in principle which is not eligible to retrieve a particular model provided, could have access to the training entity and retrieve the model. 

5.X.3
Potential security requirements
The entity consumes the AI/ML model shall be authorized by the entity trains the AI/ML model before retrieving the AI/ML models.
AI/ML models for LCS purpose shall be protected between the entity which trains the ML model and the entity which consumes the model.
Editor’s Note: The KI may be updated according to SA2’s progress. For example, the entity trains the model and the entity consumes the model will be defined by SA2.
************* End of 1st Changes *************

************* Start of 2nd Changes *************
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-
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-
For a specific reference, subsequent revisions do not apply.

-
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[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.700-49: "Study on Enhancement of support for Edge Computing in 5G Core network - Phase 3".
[X1]
3GPP TR 23.700-84: "Study on Core Network Enhanced Support for Artificial Intelligence (AI)/Machine Learning (ML)".
[X2]
3GPP TR 38.843: "Study on Artificial Intelligence (AI)/Machine Learning (ML) for NR air interface".

[X3]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
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************* End of 2nd Changes *************

