3GPP TSG-SA3 Meeting #115AdHoc-e
S3-241177
Electronic meeting, online, 15 - 19 April 2024               


   


Source:
ZTE Corporation
Title:
New KI on Privacy Protection of User Identity Profile
Document for:
Approval

Agenda Item:
5.10
1
Decision/action requested

This contribution proposes to add a key issue to TR 33.700-32.
2
References

[1]
3GPP TR 23.700-32: "Study on User Identities and Authentication Architecture".
3
Rationale

According to TR 23.700-32 [1], the exposure of user identity profile information as well as the user identifier authentication/authorization result will be supported by the 5GS.
From a security point of view, privacy protection of a user identifier and user identity related information (e.g. user identity profile, authentication/authorization result) during the communication between UE and network entities is needed.
4
Detailed proposal

************* Start of 1st Changes *************

5.X
Key Issue #X: Privacy Protection of User Identity Profile
5.X.1
Key issue details
According to TR 23.700-32 [2], the exposure of user identity profile information as well as the user identifier authentication/authorization result will be supported by the 5GS.
From a security point of view, privacy protection of a user identifier and user identity related information (e.g. user identity profile, authentication/authorization result) during the communication between UE and network entities is needed.
5.X.2
Security threats
Unauthorized parties can gain the user identifier and user identity related information if the they are not privacy protected, and track the user behaviors behind the UE. 
5.X.3
Potential security requirements
The 5GS shall support means for privacy protection of user identifier and user identity related information during the communication between UE and network entities inside the operator domain.
The 5GS shall support means for privacy protection of user identifier and user identity related information during the user information exposure to entities outside the operator domain.
************* End of 1st Changes *************

