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1
Decision/action requested

Approve the pCR on new key issue on AIoT device authentication and authorization.
2
References

3

Rationale

This contribution proposes a new key issue on the authentication and authorization for AIoT device.
4
Detailed proposals
*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.700-49: "Study on Enhancement of support for Edge Computing in 5G Core network - Phase 3".

[xx]
3GPP TR 23.700-13: “Study on Architecture support of Ambient power-enabled Internet of Things”.


*** NEXT CHANGES ***
5.X
Key issue #X: AIoT device authentication and authorization
5.X.1
Key issue details

In the Architectural Assumptions of TR 23.700-13 [xx], there are two topologies for AIoT:
“-
The following two connectivity topologies as defined in TR 38.848 [7] are to be studied:

-
Topology 1: BS <--> Ambient IoT Device;

-
Topology 2: BS <--> intermediate node <--> Ambient IoT Device: Only a UE can act as an intermediate node which is under the network control.”
In the two types of topologies, the AIoT device needs to access to 5GS via NG-RAN or a UE as intermediate node for communication.
This key issue is to study the authentication and authorization for AIoT device accessing 5GS.

5.X.2
Security threats
When an AIoT device accesses 5GS via NG-RAN or a UE without proper authentication and authorization, the following risks may occur:
1.
The 5GS's failure to identify the AIoT device may lead to the potential impersonation of the device, allowing unauthorized access to authorized services from the 5GS.
2.
 The AIoT device's inability to identify the NG-RAN or UE access may lead to potential impersonation of the network, resulting in the AIoT devices trusting the unauthorized network and compromising their confidentiality, integrity, and availability.
5.X.3
Potential security requirements

The 5GS shall support authentication between the AIoT device and the 3GPP network via NG-RAN or UE.

The 5GS shall support authorization the interaction between AIoT device and NG-RAN or UE.
*** END OF CHANGES ***
