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1
Decision/action requested

It is requested to add the new key issue for FS_AIOT _SEC in TR 33.713.
2
References

[1]
3GPP TR 33.713: "Study on Security Aspect of Ambient IoT Services in 5G"
3
Rationale

This pCR introduces a new key issue for FS_AIOT_SEC in TR 33.713 [1]. 
The proposed key issue is security and privacy for Ambient IoT information transmission, which analyses potential security threats introduced by new use cases and adds new security requirements to mitigate these threats.
4
Detailed proposal

*************** Start of the 1st Change ****************

5
Key issues

5.X
Key Issue #X: Security and privacy for Ambient IoT information transmission

5.X.1
Key issue details

5G Ambient IoT service is a type of cellular IoT communication system where Ambient IoT devices utilize harvested energy to generate RF signals for bi-directional information transmission. Ambient IoT devices are characterized by limited functions, requiring only small and infrequent data transfers and without the need for batteries.

However, due to the limited capabilities of Ambient IoT devices, the existing security mechanisms defined for the UE may not be applicable to these devices. As a result, privacy-sensitive data and transmitted information may be left unprotected, making them vulnerable to interception or manipulation by attackers. Such attacks pose a significant threat to both the security and privacy of 5G Ambient IoT services.  
Therefore, it is necessary to study how to secure 5G Ambient IoT services supported by the ultra-low complex Ambient IoT devices. By implementing proper security mechanisms, the 5G System can prevent security and privacy attacks on the transmitted data and privacy sensitive information.

5.X.2
Security threats

Failure to ensure integrity protection and anti-replay protection of information transmitted by Ambient IoT devices will open vulnerability in 5GS and allow various attacks resulting in unauthorized disclosure, replay and modification of information.

Failure to protect the privacy of the identifier of Ambient IoT device will open vulnerability in 5GS and allow various privacy attacks including tracing and tracking of identities. 
5.X.3
Potential security requirements
The 5G System shall provide a means for integrity protection and replay protection of the information transmitted by Ambient IoT devices.

The 5G System should provide a means for mitigating linkability and trackability attacks on Ambient IoT devices.

*************** End of the Change ****************
