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1
Decision/action requested

It is requested to add the new key issue for FS_5G_ProSe_Ph3_SEC in TR 33.743.
2
References

[1]
3GPP TR 33.743: "Study on Security Aspects of Enhancement for Proximity-based Services (ProSe) in 5GS Phase 3"
3
Rationale

This pCR introduces a new key issue for FS_5G_ProSe_Ph3_SEC in TR 33.743 [1]. 
The proposed key issue: Security for Multi-hop UE-to-Network Relays is corresponding to WT1.1 of Rel-19 ProSe SID, which analyses potential security threats when the intermediate Relay is introduced and adds new security requirements to mitigate these threats.
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]




3GPP TR 23.700-03: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 3".

[y]




3GPP TS 33.503: "Security aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
*************** Start of the 2nd Change ****************

5
Key issues

5.X
Key Issue #X: Security for Multi-hop UE-to-Network Relays
5.X.1
Key issue details

The 5G ProSe multi-hop UE-to-Network Relay service allows the 5G ProSe Remote UE to establish PC5 communication with 5G ProSe UE-to-Network Relay via 5G ProSe Layer-3 or Layer-2 Intermediate Relay. The 5G ProSe Intermediate Relay, located on the path between 5G ProSe Remote UE and 5G ProSe UE-to-Network Relay, can be in coverage or out of coverage. The relevant solutions for multi-hop UE-to-Network Relay services are studied in TR 23.700-03 [x].
The existing UE-to-Network Relay security mechanisms defined in TS 33.503 [y] ensure the security between a pair of UE (i.e. 5G ProSe Remote UE and 5G ProSe UE-to-Network Relay). However, if multiple ProSe-capable UEs are involved in the path, the existing security mechanism cannot be directly re-used in this new scenario. Failure to protect the security of multi-hop UE-to-Network Relay communication may lead to various attacks by unauthorized UEs, e.g. discovery message/communication message manipulation, or potential leakage of privacy sensitive information. 
Therefore, it is necessary to study how to secure the multi-hop relay communication and protect the UE privacy in the multi-hop UE-to-Network relay service. 
5.X.2
Security threats

Failure to protect discovery messages or communication messages will open vulnerability in 5GS and allow various attacks such as modification of information, replay attack, etc.
An attacker may impersonate the Intermediate Relay. If the authorization of the Intermediate Relay role is not supported, the attacker UE could play the Intermediate Relay role and force a UE to pass all the messages through itself. It may then deny the UE services, such as dropping the message. 
Failure to protect the privacy of the involved UEs during the multi-hop UE-to-Network relay discovery procedure or multi-hop UE-to-Network relay communication procedure will open vulnerability in 5GS and allow various privacy attacks including tracing and tracking of identities. 
5.X.3
Potential security requirements
The 5G System shall provide a means for confidentiality protection, integrity protection and replay protection of discovery messages for multi-hop UE-to-Network Relay discovery procedure and communication messages for multi-hop UE-to-Network Relay communication procedure.

The 5G system shall support the authorization of the UE as a 5G Prose Intermediate Relay in the multi-hop UE-to-Network relay scenario.

The 5G System shall provide a means to protect the privacy sensitive information of the involved UE during multi-hop UE-to-Network Relay discovery procedure and multi-hop UE-to-Network Relay communication procedure.
*************** End of the Change ****************
