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1
Decision/action requested

SA3 is kindly asked to approve the proposed key issue on user privacy in TR 33.700-32.
2
References

[1]
3GPP TS 22.101 v18.5.0
Service aspects; Service principles
[2]


3GPP TR 23.700-32 v0.2.0
Study on User Identities and Authentication Architecture
[3]
3GPP TR 33.700-32 v0.0.0
Study on security aspects of User Identities and Authentication
3
Rationale

According to clause 26a.2.1 of TS 22.101 [1], user identifier needs to be provided by the 3GPP network as the following:

"The 3GPP system shall be able to provide User Identities with related User Identifiers for a user.
The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway."

User identifier is a piece of information used to identify one specific User Identity, which is privacy sensitive. 

As per clause 26a.2.3 of TS 22.101 [1], the 3GPP system also needs to store and update a User Profile for a user, which may contain more privacy sensitive information than User Identifier. Due to the privacy consideration, clause 26a.2.5 of TS 22.101 [x] further specifies that: 

"The 3GPP system shall protect the privacy of the user by transferring to a service only User Identity information that is necessary to provide the service and for which the user has consented to when registering for the service."
In clause 5.3 of TR 23.700-32 [2], exposure of User Identity Profile information is documented as a key issue, with a NOTE as following:

"NOTE 1: Aspects of this key issue will depend on interaction with SA WG3. For example, privacy protections related to exposure of User Identity Profile information and authorization/authentication results need to be coordinated with SA WG3."
This pCR proposes to add a new key issue on user privacy in TR 33.700-32 [3].
4
Detailed proposal

*************** Start of the 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 23.700-32: "Study on User Identities and Authentication Architecture".
[x]
3GPP TS 22.101: "Service aspects; Service principles".
*************** Start of the 2nd Change ****************
5
Key issues


5.X
Key Issue #X: User privacy
5.X.1
Key issue details
User identifier needs to be provided by the 3GPP network according to clause 26a.2.1 of TS 22.101 [x] as the following:
"The 3GPP system shall be able to provide User Identities with related User Identifiers for a user.
The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway."

User identifier is a piece of information used to identify one specific User Identity, which is privacy sensitive. 
As per clause 26a.2.3 of TS 22.101 [x], the 3GPP system also needs to store and update a User Profile for a user, which may contain more privacy sensitive information than User Identifier. Due to the privacy consideration, clause 26a.2.5 of TS 22.101 [x] further specifies that: 

"The 3GPP system shall protect the privacy of the user by transferring to a service only User Identity information that is necessary to provide the service and for which the user has consented to when registering for the service."
In clause 5.3 of TR 23.700-32 [2], exposure of User Identity Profile information is documented as a key issue, with a NOTE as following:

"NOTE 1: Aspects of this key issue will depend on interaction with SA WG3. For example, privacy protections related to exposure of User Identity Profile information and authorization/authentication results need to be coordinated with SA WG3."
This key issue focuses on the aspect of user privacy whenever User Identifier or User Identity Profile information is transferred within or outside the network.
5.X.2
Security threats
Either during the privisioning of User Identifier or during the communication using User Identifier or during the exposure of User Identity Profile information, without proper protection against linkability and trackability attack, the privacy sensitive information may be leaked to undesired party so that the privacy of the user is violated.
5.X.3
Potential security requirements
The 3GPP system shall be able to protect the user from being linkable and trackable during the privisioning of User Identifier.

The 3GPP system shall be able to protect the user from being linkable and trackable during the communication using User Identifier, including the procedures for user authentication and service access.
The 3GPP system shall be able to protect the user from being linkable and trackable during the exposure of User Identity Profile information.
*************** End of the Changes ****************
