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1
Decision/action requested

Approve the pCR to TR 33.794 [1] below.
2
References

[1]
3GPP TR 33.794 "Study on enablers for Zero Trust Security"
3
Rationale

This pCR to TR 33.794 proposes an additional clarification about malformed messages in the 5G SBA.
4
Detailed proposal

*** BEGIN CHANGES ***
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*** NEXT CHANGE ***
5.1
Use cases for security evaluation and monitoring

Editor’s Note: [For WT1] This clause covers the security analysis to identify potential threat(s) and attack(s) on 5G SBA layer intended to identify which data may be relevant for threats and attack detection.  

5.1.1
Use case #1: Information on Malformed Message

5.1.1.1
Description

Malformed messages (i.e., SBI message violations) may be received by a NF over an SBI from another NF (e.g., due to malicious intentions or due to mere error). The malformed message(s) sent with malicious intentions have the potential to cause failure/malfunction of NF(s). In various other cases there are requirements to handle such malformed message(s) (such as in TS 33.501 [4], Clause 5.9.3.2, states, ‘The SEPP shall discard malformed N32 signaling messages’, and Clause 5.9.3.4, states, ‘The IPUPS shall discard malformed GTP-U messages’). In the case of SBA, simply dropping a malformed message cannot help to identify the threat surface and its context i.e., which NF sends the malformed message and why does it send such a malformed message, which services it is targeting, etc. Identifying the potential threat rather than dropping the malformed message(s) can prevent further attacks on the rest of the network (e.g., another NF).3GPP specified service-based interface message inputs and outputs described in TS 29.500 [10] can be considered as normal messages. If a Service based interface message violates the specified input or output (i.e., SBI message violation), that message can be considered as malformed message and the related event data can be collected, logged, and exposed (based on operator policy) to the Operator’s security function residing external to the 3GPP network to enable security evaluation and monitoring. Additionally, clause 6.2 of TS 29.501 [x] provides guidelines on which service-based messages can be considered malformed. 

5.1.1.2
Relevant data

The data relevant to be exposed includes event data on the received malformed message, and the NF identification information (e.g., NF ID) of the sender of the malformed message.

Editor’s Note: For this usecase, exactly which data are exposed is FFS.
5.1.1.3
Evaluation of the identified data

Editor's Note: This clause describes the necessary actions on such data (exposure, notification, logging, etc.) and an analysis of the security implications if any. 

*** END CHANGES ***

