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1
Decision/action requested

This contribution proposes to approve the proposed key issue on user Authentication and Authorization. 
2
References

[1] 
 S3-240957: "New SID on security aspects of Usage of User Identities"
3
Rationale

· It is proposed to approve this key issue
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[xx]
3GPP TR 23.700-32: "Study on User Identities and Authentication Architecture"

***
BEGIN OF 2nd CHANGE
***

5.X
Key Issue #X: User Authentication and Authorization 
5.X.1
Key issue details
In TR 23.700-32 [xx], KI#2 focuses on how and for what users are identified, authenticated and authorized to use differentiated 3GPP services, and how the network restricts services to certain User Identifiers. As per the following note from TR 23.700-32 [xx], SA3 needs to study the authentication and authorization of user. 
“NOTE:
Aspects of this key issue will depend on interaction with SA WG3. For example, authentication and Authorization methods are in the remit of SA WG3.”
Therefore, this key issue is to study the authentication and authorization of a user behind the UE, including restriction of usage of user identifiers.
5.X.2
Security Threats

The Following threats are inherent in assigning and verifying the user identity:

1.
With the lack of user specific authentication and authorization, an unauthorized user using an authorized UE will be provided with the 5G services.

2.
With the lack of authorization, there won’t be any access restriction check for the user requesting the 5G service
5.X.3
Potential security requirements

The 5G system shall support a mechanism to authenticate and authorize the user behind the UE requesting for 5G services. 

***
END OF CHANGES
***
