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1
Decision/action requested

Approve the pCR to TR 33.776
2
References

None
3
Rationale

This contribution proposes a solution to address part of the key issue #3 in TR 33.776, specifically, the client-side certificate issurance. 
4
Detailed proposal

pCR
*** 1st CHANGE ***

6.Y
Solution #Y: ACME for client-side NF certificates
6.Y.1
Introduction 
This solution addresses part of the key issue #3, i.e. client-side NF certificate issurance. 

In the ACME protocol RFC 8555 [2], a typical ACME client is a TLS server which is in control of a http server (http challenge) or is authorized to have write access to a DNS server (dns challenge). However, an NF in the 3GPP system especially a consumer NF or a stateless NF may not have this capability. In this solution, a shared ACME client is introduced to facilitate these NFs to request and issue their certificates. 

6.Y.1
Details

Figure 6.y.1-1 shows the amended ACME procedure for an NF not being able to take the role of ACME client. The ACME client is a separate entity (NF) in the core network. For simplicity, the CA is assumed to be co-located with the ACME server. 
It is also assumed that the communication between the NF and the ACME client is protected, e.g. TLS. This assumption may require reuse of mechanisms defined in TS 33.310 [3] for the initial trust setup and communications between the end entity (NF) and OAM. 
The amended ACME procedure is as follows:

1. An NF sends a request to an ACME client, which is to assist the NF for the ACME procedure with an ACME server. 

2. The ACME client creates an account for the NF on the ACME server as described in RFC 8555 [2]. 

3-5. The NF exchanges messages with the ACME server for the order and challenge procedures as in RFC 8555 [2]. 

6. The ACME server validates the challenge response as in RFC 8555 [2]. 
NOTE: The underlying presumption for steps 2 to 6 is that the challenge issues can be solved in other solutions. 
7. NF sends to the ACME server the CSR request through the ACME client for the NF’s certificate. The ACME server verifies the CSR and, if successful, issues the NF certificate. 
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Figure 6.y.1-1 ACME procedure for client-side NF certificates
6.y.3
Evaluation

This solution addresses part of the KI #3, i.e. it is assumed that the limitation of ACME challenges between an ACME client and an ACME server can be solved by other solutions.  
In addition, it is assumed in this solution that the initial trust between the NF and the ACME client is established, e.g. reusing the mechanisms in TS 33.310 [3].
*** END OF 1st CHANGE***
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