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1	Decision/action requested
It is requested to approve the Key Issue
2	References
[i] 3GPP TR 33.749: " Study on security aspects of enhancement of support for edge computing in the 5G Core (5GC) phase 3"
[ii] 3GPP TR 23.700-49: " Study on Enhancement of support for Edge Computing in 5G Core network - Phase 3"
3	Rationale
This pCR introduces a new Key Issue for the study TR 33.749 [x]. 
4	Detailed proposal
**** START OF CHANGE ****
[bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632][bookmark: _Toc95076617][bookmark: _Toc106618436][bookmark: _Toc160205805]X.Y	Key Issue #Y: Security aspects of the traffic exchanged between local and central part of the DN.
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc160205806]X.Y.1	Key issue details
Key Issue #3 of TR 23.700-49 [ii] introduces certain scenarios in Edge architecture where the application traffic between UE and Data Network (DN) may need to be processed in both local (EC) and central part of the DN.  
This Key Issue assumes as a trust model where the central part of the DN does not necessarily trust in local part of the DN deployed in EC and vice versa. In general, the 5GS does not trust in the application server. The trust can be achieved by corresponding authentication and authorization mechanisms.   
The security risks in this type of scenarios are mainly posed by the EC infrastructure, including the hosted application servers, towards the 5GS and subsequently the central part of the DN.  
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc95076619][bookmark: _Toc106618438][bookmark: _Toc160205807]X.Y.2	Security threats
If the application server in Edge Hosting Environment, and/or any other EC or central server, is malicious or has been compromised, it could inject malicious or authorized traffic into the 5GS, or tamper/sniff the traffic transmitted between local and central DCs, or modify the processed traffic in the local part of the DN before further forwarding to the central part of the DN for further processing and vice versa. It could as well impersonate the legal UE or AF, and in ultimate case leads to DoS attacks.    
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The central part of the DN should verify that the traffic coming from the local part of the DN was generated by authenticated and authorized application in the Edge Hosting Environment.
The local part of the DN should verify that the traffic coming from the central part of the DN was generated by an authenticated and authorized application in the central part of the DN. 
NOTE: The application server can exchange traffic with the central part of the DN by itself, i.e., not UE related traffic (e.g., software updates). 
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