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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

It is questionable whether there is a direct relationship between “mutually authentication” and “availability”. This contribution tries to update "availability" related text so that removing the following EN:
Editor’s Note: whether the availability issue is a security threat is FFS.

4
Detailed proposal
*** BEGIN CHANGES ***
5.1
Key issue #1: Security protection in Store and Forward Satellite Operation
5.1.1
Key issue details

In clause 4 of TR 23.700-29 [2], there is following description about the Store and Forward Satellite Operation:
"The following architecture assumptions are applied to the study:

…

-
Store and Forward Satellite Operation assumes that UE-satellite-ground network connectivity can be intermittent as defined in clause 3.1.

-
Store and Forward Satellite Operation shall work without ISL.

…"

From a security perspective, whether a UE can use Store and Forward Satellite service should be assured by the 3GPP network.
In S&F satellite operations, architectural assumption is that the UE-satellite-ground network connectivity is intermittent. 3GPP Network Functions and/or Network Elements which are located on a satellite may communicate with the ground infrastructure of 3GPP network over an intermittently available feeder link connection between the satellite and the ground network. S&F satellite operational mode is relevant for delay tolerant and non-real time communications via LEO/MEO space segment. 

During the feeder link’s intermittent unavailability, the following risks arise. 

1.
The EPS/5G AKA procedure may not get fully completed or is partially completed. It results into incomplete procedure for mutual authentication between the network and the UE. 

2.
The Security Mode Command (SMC) procedure for Non-Access Stratum (NAS) may not fully complete because the NAS connection between UE and MME/AMF may have been interrupted. In turn it results into incomplete security capabilities negotiation between the UE and the EPS/5GC network.

This key issue is to study the authentication, authorization and data security in Store and Forward Satellite Operation.

5.1.2
Security threats
Editor’s Note: the feasibility of the denial of service (i.e. caused by false user-plane data or control-plane data) is FFS.


Editor’s Note: whether there are more security threats is FFS.

Editor’s note: The risk of resource depletion of 3GPP system due to UE's incomplete AKA procedure is dependent on agreed architecture solution direction of S&F KI in SA2.
Due to the nature of the S&F mode during the feeder link’s intermittent unavailability, the following threats can manifest themselves:

-
When the UE and 3GPP network cannot mutually authenticate, this condition may cause issues such as Man-in-the-Middle (MITM) or impersonation attacks.
-
Without the authentication, confidentiality, integrity, and anti-replay protection there will be no security protection of the communication between UE, on board satellite 3GPP systems and ground-based 3GPP systems.
5.1.3
Potential security requirements

The 3GPP system shall support mutual authentication between the UE and the 3GPP network in the Store and Forward Satellite Operation.

The 3GPP system shall support means to provide confidentiality, integrity, and anti-replay protection for user-plane and control-plane messages between UE and the 3GPP network in the Store and Forward Satellite Operation.
Editor’s Note: whether there are more security requirements is FFS.
*** END OF CHANGES ***

