3GPP TSG-SA3 Meeting #115AdHoc-e	S3-241289
Electronic meeting, online, 15 - 19 April 2024

Source:	Nokia, Nokia Shanghai Bell
Title:	Introduction of AEAD Algorithm and the Order of Data Protection
Document for:	Approval
Agenda Item:	5.5
1	Decision/action requested
It is proposed that the AEAD compositions are added to the TR.
2	References
[x1]	TR 33.700-41, Study on enabling a cryptographic algorithm transition to 256-bits, Release 19
[x2]	S3-235091, SID on enabling a cryptographic algorithm transition.
[x3]	ISO/IEC 19772:2020, Information Security
[x4]	TS 38.323, Packet Data Convergence Protocol (PDCP)

3	Rationale
The AEAD algorithm specifics must be described, to be able to derive the deployment options and the corresponding and relevant assumptions. 
It is proposed to add the UE states and transitions into the TR 33.700-41 ([x1]).
4	Detailed proposal


*** START of 1st CHANGE ***

4.x.1	AEAD Compositions / Encrypt-then-MAC
The AEAD algorithm can be used as a pure encryption algorithm, a pure integrity protection algorithm, or as a combined algorithm for the parallel processing of the keystream and the message authentication code (MAC). 
This combined algorithm is improving the performance of the data processing, but from security perspective this may add vulnerabilities depending on the composition of the ciphering and integrity processing. The term composition in this context refer to the order of ciphering and integrity protection processing.
Anyway, according to the ISO/IEC 19772:2020 ([x3]) the Encrypt-then-MAC (EtM) approach possesses additional security properties and is therefore the more standard composition. In the context of the current 3GPP specifications ([x4]) the algorithms for the AS security have been implemented in a different order, i.e., the integrity tag (MAC tag) is calculated over the plaintext which mainly refers to MAC-then-Encrypt (MtE). 


*** End of 1st CHANGE ***

*** START of 2nd CHANGE ***

3.3	Abbreviations
EtM			Encrypt-then-MAC
MAC			Message Authentication Code
MtE			MAC-then-Encrypt




*** End of 2nd CHANGE ***


