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1
Decision/action requested

This document proposes a new key issue on confidentiality protection for AIoT device identifiers.
2
References

None

3
Rationale

AIoT devices are meant to be used to fulfil the use cases that falls under the following use case categories: inventory taking, sensor data collection, asset tracking, and actuator control. All these use cases would require the application service provider and the network service provider to know a long-term identifier associated with the AIoT device.
4
Detailed proposal

**** START OF CHANGE ****

Y.M
Key issue #M: Privacy: confidentiality for AIoT device identifiers
Y.M.1
Key issue details
If AIoT devices send their long-term identifiers in cleartext over the air to the network, then an adversary listening to the radio channel can learn the identifiers and recognize the presence of the device in the nearby area. Also, an active adversary can impersonate a legitimate network to AIoT devices and send requests to these devices to reveal their identifiers. If AIoT devices send their long-term identifiers in cleartext back to the adversary, then the adversary will learn the long-term identifiers of the devices and be able to recognize the presence of the devices in the nearby area. The extent of the nearby area can be different than the nominal range of AIoT devices. The size of the area depends on the adversary's equipment and whether the adversary is powering the device or merely eavesdropping on it.
Y.M.2
Security threats
Ambient IoT devices will be used for use cases that can be categorized in the following four categories: inventory taking, sensor data collection, asset tracking, and actuator control. In most of these use case categories, an over the air adversary has interest in tracking an AIoT device. In the case of inventory taking and asset tracking, the adversary can gain competitive business advantage if it can track the location of its business rival’s goods and assets. In the case of sensor data collection and asset tracking, if the device is used in a human wearable, then the location of the person wearing the wearable can be tracked. 
Y.M.3
Potential security requirements
Long-term identifiers of AIoT devices shall be confidentiality protected over the air.

5G system shall support mechanisms to mitigate threats from over-the-air adversaries linking identifiers of the same AIoT device. 
**** END OF CHANGE ****

