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1
Decision/action requested

This document proposes to add a new key issue for application layer authentication in Ambient IoT.
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References

[1]
https://www.3gpp.org/ftp/Specs/archive/22_series/22.840/22840-j00.zip
3
Rationale

Use cases such as Inventory that mimic RFID tags need to take into account that RFID is an application and a radio combined. The 3rd party application owner controls both the radio and the actual application. However, 3GPP mobile networks contains the role of a mobile network operator, which is different from the 3rd party application provider. This role split leads to that (mutual) entity authentication for the AIoT device needs two authentication runs: one with the operator for (radio) access to the connectivity layer, and another for access to the application.

In some situations, the 3rd party application provider is not be able to trust the operator with the security for the data, e.g., for regulatory purposes in relation to privacy sensitive medical data (see Use Case 26 in TR 22.840 [1], where an alert is sent to and acknowledged by an elderly). In these situations, over the top application layer authentication of AIoT data and devices is necessary. Even when that is in place, access authentication is still necessary.
4
Detailed proposal
**** START OF CHANGE ****
Y.M
Key issue #M: Application layer authentication for AIoT devices

Y.M.1
Key issue details
Use cases such as Inventory that mimic RFID tags need to take into account that RFID is an application and a radio combined. The 3rd party application function owner controls both the radio and the actual application. However, 3GPP mobile networks contains the role of a mobile network operator, which is different from the 3rd party application function. This role-split leads to that (mutual) entity authentication for the AIoT device needs two authentication runs: one with the operator for (radio) access to the connectivity layer, and another for access to the application.

In some situations, the 3rd party application function is not be able to trust the operator with the security for the data, e.g., for regulatory purposes in relation to privacy sensitive medical data (see Use Case 26, where an alert is sent to and acknowledged by an elderly). In these situations, the over-the-top application layer authentication of AIoT data and devices is necessary. Authentication and security for such application layer is then out of scope for 3GPP. Even when such application layer security is in place, access authentication is still necessary. 

In the situations where the 3rd party application function trusts the operator with the security of the data, the application function could rely on access security for that protection, in which case no addition application layer AIoT device authentication is necessary, or the the operator could assist in establishing application layer keys based on, e.g., AKMA or GBA.
Y.M.2
Security threats
-
Unauthorized access to privacy sensitive 3rd party application function data.
-
Unauthorized access to 3rd party application function services, both against network side and against client side. 

Y.M.3
Potential security requirements

Traffic sent from an AIoT device to the 3rd party application function and in the opposite direction may require security, and hence, mutual autehntication based on credentials rooted in the 3rd party application function, which may be different from the credentials used to authenticate for the connectivity layer.
The 5GS may support establishing security between the AIoT device and 3rd party application functions based on connectivity credentials.

**** END OF CHANGE ****

