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1
Decision/action requested

It is requested to agree to the proposed new KI for TR 33.743 on the security of multi-hop UE-to-Network Relay communication.
2
References

[1]
3GPP TR 23.700-03: " Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 3".
3
Rationale

This contribution is the proposal of a new Key Issue of security of multi-hop UE-to-Network Relay communication.

4
Detailed proposal

**** START of CHANGE ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
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-
For a specific reference, subsequent revisions do not apply.

-
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**** NEXT CHANGE ****

5.Y
Key Issue #Y: Security of Multi-hop UE-to-Network Relay communication
5.2.1
Key issue details 

TR 23.700-03 [ZZ], Key Issue #1: Support of multi-hop UE-to-Network Relays has the following note:
NOTE 3:
Security and privacy aspects will be handled by SA WG3.

A Remote UE can gain service from UE-to-Network Relay via one or more intermediate UE-to-Network Relays in proximity. 3GPP system needs to be able to provide security methods (i.e. the integrity and confidentiality) to protect the information exchanged between the Remote UE and the UE-to-Network Relay over the intermediate UE-to-Network Relays. 
Failure to protect integrity and confidentiality of the information exchanged between the Remote UE and the UE-to-Network Relay over the intermediate UE-to-Network Relays will open vulnerability in 5GS and allow various attacks such as unauthorized disclosure and modification of information. 
5.2.2
Security threats

A malicious intermediate UE-to-Network Relay that can establish a unicast link with the remote UE as well as with the target UE-to-Network Relay, may conduct an MITM attack.
Failure to protect integrity and confidentiality of information will open vulnerability in 5GS and allow various attacks resulting in unauthorized disclosure of the privacy sensitive parameters (e.g. Relay Service Code). 

5.2.3
Potential security requirements

The 3GPP system shall support a means to provide confidentiality, integrity and replay protection of end-to-end information exchanged between the Remote UE and the UE-to-Network Relay.
**** END of CHANGE ****

