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1	Decision/action requested
It is requested to approve the Key Issue
2	References
[1] 3GPP TR 33.713: "Study on Security Aspects of Ambient IoT Services in 5G"
3	Rationale
This pCR introduces a new Key Issue for the study TR 33.713 [1].
4	Detailed proposal
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[bookmark: _Toc155687110]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 38.848: "Study on Ambient IoT (Internet of Things) in RAN"
[3]	3GPP TR 23.700-13: "Study on Architecture support of Ambient power-enabled Internet of Things"
[4]	3GPP TS 22.369: "Service requirements for Ambient power-enabled IoT".
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TR 23.700-13 [3] studies the architecture support of Ambient IoT device according to the system requirements in TS 22.369 [4]. As part of the study a KI concerning device authentication and identifier validation has been raised. The necessity to study alternative authentication methods is inherent from the device capabilities described in TR 38.848 [2]. Especially the Device type A and B which do not have independent signal generation and relies on backscatter communication cannot reuse the existing identification and authentication procedures and therefore alternative procedures are required for these device types.
TS 22.396 [4] furthermore adds the following security requirements:
“
The 5G system shall enable security protection suitable for Ambient IoT, without compromising overall 5G security protection. 
The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication between an Ambient IoT device and the 5G network or an Ambient IoT capable UE.
“ 
This implies that the security and privacy procedures for AIoT communication and identification is required and should not compromise the overall 5G security and privacy protection. 
The key issues address the security and privacy concerns related to AIoT device type A and B authentication and identification in the context of the SA2 proposed solutions in TR 23.700-13 [3].  
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Potential security threats are: 
If the AIoT device is not authenticated, the device can be impersonated. 
If the identity is not privacy protected, the device can be tracked and potential linkability to the asset or user can be monitored without authorisation.
If authentication is not achieved, the device might leak information to an adversary.
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The AIoT device shall be authenticated.
The communication between the AIoT device and reader shall be integrity and confidentiality protected.
The AIoT identity shall be privacy protected.
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