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1
Decision/action requested

This contribution proposes to add Key issue on Security for UE-Satellite-UE communication .
2
References

[1]
3GPP TR  23700-29 "Study on integration of satellite components in the 5G architecture; Phase 3".

3
Rationale

This contribution proposes to add a key issue about the Security for UE-Satellite-UE communication. 
4
Detailed proposal

**** 1st CHANGE ****

5.Y
Key Issue #Y: Security for UE-Satellite-UE communication

5.Y.1
Key issue details

TR 23700-29 [1] key issue #3 describes the following issue related to supporting UE-Satellite-UE communication service: 

“To support UE-Satellite-UE communication for IMS voice and video as well as MCPTT service, the following issues are proposed to be studied:

……
-
Conditions (such as eligibility, restrictions, authorization …) for realizing UE-Satellite-UE communication for UEs”

The 3GPP system need be able to provide protection for UE-Satellite-UE communication, support the protection of information on the UE-Satellite-UE communication link (such as confidentiality, integrity, and anti-replay protection), otherwise it is susceptible to various attacks, such as MITM, and information modification. 

The 3GPP system needs to provide an authorization mechanism for UE-Satellite-UE service, authorizing satellites to provide UE-Satellite-UE service and authorizing UE to use UE-Satellite-UE service, otherwise it may lead to unauthorized connections and identity forgery.
5.Y.2
Security threats
If the data exchanged by peer UE through the onboard 3GPP network is not protected, it may lead to eavesdropping on communication, leakage of data.

If the UE-Satellite-UE service does not have an appropriate authorization mechanism, attackers may use the UE-Satellite-UE service without authorization.

5.Y.3
Potential security requirements

The 3GPP System shall support the means of providing confidentiality, integrity, and anti-replay protection for UE-Satellite-UE communication service.

The 3GPP System shall support the authorization mechanism for using UE-Satellite-UE service.

**** END OF CHANGES ****

