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1
Decision/action requested

This contribution proposes to add a key issue to TR 33.754.
2
References

[1]
3GPP TR 23.700-54: "Study on Multi-Access (DualSteer and ATSSS_Ph4)".

3
Rationale

According to TR 23.700-84 [1], functional architecture and procedures for steering, switching, and splitting of traffic not utilising the TNGF/N3IWF will be studied to simplify the network operation over non-3GPP access, without compromising the security of the 5G network. The security aspect of the simplified ATSSS architecture over non-3GPP shall be investigated by SA3.
4
Detailed proposal

************* Start of 1st Changes *************

5.X
Key Issue #X: Security on simplified ATSSS architecture over non-3GPP access
5.X.1
Key issue details
According to TR 23.700-84 [X1], functional architecture and procedures for steering, switching, and splitting of traffic not utilising the TNGF/N3IWF will be studied to simplify the network operation over non-3GPP access, without compromising the security of the 5G network.
In this key issue, the following security aspects of a simplified ATSSS architecture over non-3GPP access will be studied:

-
Whether to keep NAS security context on non-3GPP access;

-
Whether to keep IPsec on user plane and/or control plane of non-3GPP access;

-
Whether new security mechanisms are to be considered in UE procedures such as the registration and connectivity to the 5G system in the context of ATSSS between 3GPP access and non-3GPP access without 5G NAS.
5.X.2
Security threats
The UE will be exposed to profile and data leakage vulnerabilities if the non-3GPP access is not properly protected. 
5.X.3
Potential security requirements
The 5GS shall provide means to support simplified ATSSS architecture over non-3GPP access without compromising the security of the 5G network.
Editor’s Note: The KI may be updated according to SA2’s progress. For example, the simplified ATSSS network architecture over non-3GPP access will be defined by SA2.
************* End of 1st Changes *************

************* Start of 2nd Changes *************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[X1]
3GPP TR 23.700-54: "Study on Multi-Access (DualSteer and ATSSS_Ph4)".
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

************* End of 2nd Changes *************

