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1	Decision/action requested
Approve the pCR to TR 33.700-29
2	References
[1] 3GPP TS 22.369
[2] 3GPP TR 23.700-13
3	Rationale
This contribution proposes new KI and corresponding security requirements addressing AIoT security
4	Detailed proposal
*** Start of 1st Change ***
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc95076612][bookmark: _Toc106618431][bookmark: _Toc158643695][bookmark: _Toc92180096][bookmark: _Toc92804822][bookmark: _Toc160448794]5.X	Key Issue #X: <Security protection for  AIoT>
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc95076613][bookmark: _Toc106618432][bookmark: _Toc158643696]5.X.1	Key issue details
TS 22.369 [x] clause 5.2.6 defines the following security-related requirements:
“The 5G system shall enable security protection suitable for Ambient IoT, without compromising overall 5G security protection.”
TR 23.700-13 [y] clause 4.2 describes the following potential security requirements:
“The following architectural requirements are applicable to this study:
-	Support for AIoT Services needs to adhere to the nature of the AIoT Devices (e.g. ultra-low complexity, power, cost and resource-constrained).
-	Support of the security aspects needs to consider the nature of the AIoT Devices (e.g. ultra-low complexity power, cost and resource-constrained) while addressing e.g. confidentiality, integrity, etc.”
The goal of this key issue is to study the authentication, authorization, and data security for AIoT devices.
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[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc95076615][bookmark: _Toc106618434][bookmark: _Toc158643698]Without the means for access control (i.e., authentication and authorization) and means for securing the ongoing communication (i.e., confidentiality, integrity, and anti-replay protection) there will be no security protection between the AIoT device and the 3GPP network.
5.X.3	Potential security requirements
The 3GPP system shall support mutual authentication between the AIoT device and the 3GPP network.
The 3GPP system shall support means to provide confidentiality, integrity, and anti-replay protection for user-plane and control-plane messages between the AIoT device and the 3GPP network.
*** End of 1st Change ***
