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Decision/action requested

This discussion paper provides the detailed functioning and security analysis of non-3GPP access authentication and FBSS usage feasibility for key issues in TR 33.702.
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3
Rationale

The TR 33.702 has the ‘KI#1: Security aspect of UE connecting to a new TNAP within the same TNGF’, for which there was some inclination from few companies to use FBSS based solution among other solution variants. But FBSS cannot be directly used for all type of UE non-3GPP access connections as well as FBSS cannot be directly applied over 3GPP architecure as there are limitations listed in this document and there are adaptations needed for FBSS usage over existing SA2 architecture. Therefore this discussion provides the detailed analysis of the UE non-3GPP access authentication’s existing nature and the detailed analysis of FBSS limitations & needed adaptations for it to be used over SA2 defined architecture. Also as the other key issues KI#2, KI#3 and KI#4 may consider to use FBSS approach for solutions, and it is essential to clearly analyze and decide the key factors to be considered for the solution direction of these key issues.
4
Detailed proposal

The following detailed observations and respective analysis should be considered for the solution directions of KI#1 specifically and if needed also for KI#2, KI#3, and KI#4 (depends on if FBSS solution is also one of the candidate for other KIs or not).
1. UE Non-3GPP access Architectural Support as per SA2 TS 23.501 [4], TS 23.502[5], and SA3 TS 33.501 [6]
(Ref1: TS 23.501 Clause 4.2.8.2 Architecture Reference Model for Trusted and Untrusted Non-3GPP Accesses
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Figure 4.2.8.2.1-2: Non-roaming architecture for 5G Core Network with trusted non-3GPP access
Observation 1: The TNAN includes only two entities such as TNAP and TNGF.
(Ref2a: TS 23.502 Clause 4.12a.2.2
Registration procedure for trusted non-3GPP access

The UE connects to a trusted non-3GPP Access Network (TNAN) and it also registers to 5GC over via this TNAN, by using the EAP-based procedure shown in the figure 4.12a.2.2. This procedure is very similar with the 5GC registration procedure over untrusted non-3GPP access in clause 4.12.2.2. The link between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation, e.g. PPP, PANA, Ethernet, IEEE 802.3, IEEE 802.11, etc. The interface between the TNAP and TNGF is an AAA interface.

(Ref2b: TS 33.501 Clause 7A.2.1
Authentication for trusted non-3GPP access
1. A layer-2 connection is established between the UE and the TNAP. In case of IEEE 802.11 [80], this step corresponds to an 802.11 [80] Association. In case of PPP, this step corresponds to a PPP LCP negotiation. In other types of non-3GPP access (e.g. Ethernet), this step may not be required.
2-3.
An EAP authentication procedure is initiated. EAP messages shall be encapsulated into layer-2 packets, e.g. into IEEE 802.3/802.1x packets, into IEEE 802.11/802.1x packets, into PPP packets, etc. The UE provides a NAI that triggers the TNAP to send a AAA request to a TNGF. Between the TNAP and TNGF the EAP packets are encapsulated into AAA messages.
Observation 2: The L2 connection between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation, e.g. PPP, PANA, Ethernet, IEEE 802.3, IEEE 802.11, etc. EAP messages are encapsulated into layer-2 packets, e.g. into IEEE 802.3/802.1x packets, into IEEE 802.11/802.1x packets, into PPP packets, etc. Therefore any security establishment method introduced for addressing KI#1 should not restrict the scope of different data link that is possible to be used and instead the solutions should be workable with any L2 types as currently supported by the trusted non-3GPP access.
(Ref3: TS 23.501 Clause 6.2.9A TNGF
The functionality of TNGF in the case of trusted non-3GPP access includes the following:
-
Terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN.
-
Implements a local mobility anchor within the TNAN.

Observation 3: The functionality of TNGF implements the local mobility anchor with the TNAN and the same should be reused as baseline for any solution to address KI#1. 
2. FBSS functioning criteria as per IEEE 802.11 standards [2] and an implementation perspective [3]

(Ref4: IEEE 802.11 [3] Specification, Clause 13 Fast BSS transition
The FT protocols require information to be exchanged during the initial association (or a later reassociation) between a STA [known as the FT Originator (FTO)] and AP. The initial exchange is referred to as the FT initial mobility domain association. Subsequent reassociations to APs within the same mobility domain may make use of the FT protocols.
..

APs advertise both capabilities and policies for supporting the FT protocols and methods.

Observation 4: According to IEEE specification it is optional to use FT protocol for subsequent reassociations to APs within the same mobiliy domain, and it is not mandatory.
(Ref5: IEEE 802.11 [3] Specification, Clause 13.2.2 Authenticator key holders
The R0KH and the R1KH are assumed to have a secure channel between them that can be used to exchange cryptographic keys without exposure to any intermediate parties. The cryptographic strength of the secure channel between the R0KH and R1KH is assumed to be greater than or equal to the cryptographic strength of the channels for which the keys are used. This standard assumes that the key transfer includes the PMK-R1, the PMK-R1 PMKSA, the PMK-R1 context, and the associated key authorizations. The protocol for distribution of keying material from the R0KH to the R1KH is outside the scope of this standard.
Observation 5: As the protocol for distribution of key material from R0KH (root key holder) to R1KH is outside the scope of IEEE 802.11 standard, the security of the key PMK-R1 to be transferred (for further security establishment between the UE and the new TNAP) cannot be ensured as there is no specific standard protocol or security requirements inplace. 5G system is carefully designed to ensure security across all communication end-point. So simply forcing the FT protocol over non-3GPP access in 5G system without careful security considerations can lead to security breach of non-3GPP access traffic. As much as possible, SA2 defined interface for non-3GPP access should be reused for the solutions.
(Ref6: Over-the-Air Fast BSS Transition [3]
A three-level key hierarchy is used to support fast BSS transition consisting of the following keys:

· PMK-R0 – First level key – Key is derived as a function of the Master Session Key (MSK)

· PMK-R1 – Second level key – Key is derived mutually by holders of PMK-R0

· PTK – Third level key – this key defines protection keys and is derived mutually by holders of the PMK-R1  
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Observation 6: The root key holder is a new 3rd entity needed for the FT protocol to work in addition to the 2 entities defined in the 5G non-3GPP access architecture, i.e., in SA2 defined architecture we have only TNAP and TNGF but there is no 3rd entity as WLAN Controller. So if we force FT protocol to be used in non-3GPP access as such, it will not align with the existing SA2 defined 5G non-3GPP access architecture.
(Ref7: IEEE 802.11 [3] Specification, Clause 13.5 FT protocol, 13.5.1 Overview
If the requested R0KH is not reachable, the AP shall respond to the authentication request with status code R0KH_UNREACHABLE. If the FTO selects a pairwise cipher suite in the RSNE that is different from the ones used in the Initial mobility domain association, then the AP shall reject the authentication request with status code STATUS_INVALID_PAIRWISE_CIPHER. Subsequent to a rejection of an authentication request, the FTO may retry the authentication request.
Observation 7: Even if the FT protocol is used, there can be cases where the 3rd additional entity i.e., Root key holder can go unreachable leading to unsuccessful authentication and authentication retry attempts.
3. Considerations to apply FBSS in non-3gpp access architecture 

a. Based on Ref1, Ref 3, and related observations, existing SA2 architure should be reused as baseline and the mobility anchor should be the TNGF. If FBSS need to be used for the case where L2 data link is based on IEEE 802.11, then Root Key Holder function should be co-located/offered by TNGF. 

b. Based on Ref2 and related observations, the solutions to trusted non-3GPP access scenario, should not restrict the scope of allowed L2 data link support options of the existing system, i.e., should consider any one of the following way forward:

(i) a solution which can work of all cases should be considered (e.g., like protocols can be re-used from existing primary authentication) (or)

(ii) if FBSS need to be given priority for IEEE 802.11 case, then FBSS with necessary adaptations should align with existing architecture to be considered for IEEE 802.11 case in specific, but for the rest of all cases, a solution which can work of all cases should be considered.
c. Based on Ref4 and related observations, FT protocol is optional as per IEEE specification for subsequent reassociations to APs, and the AP capabilities will indicate if they support FT to the UE. To enable FT key hierarchy the TNGF need to derive FT key, but it is not clear how the TNGF knows if a TNAP is FT capable or not to decide if it need to initiate FT key hierarchy for FT (or) not. 

d.  Based on Ref1, Ref 3, Ref 4, Ref5, Ref6, Ref7 and related observations, For FBSS case, if the Root key holder is colocated with TNGF, it can avoid any unnecessary changes to the SA2 architure to include a 3rd dedicated entity in TNAN, more over as AAA interface is used between TNAP and TNGF it can also solve the problems such as (i) on protocols used (i.e., the protocol for distribution of keying material from the R0KH to the R1KH is outside the scope of IEEE 802.11 standard) and (ii) root key holder unreachability (as TNGF will be the anchor like in existing system to enable any security establishment for the UE).

Conclusion
Based on the detailed analysis and observations presented in clause 1 and 2, It is proposed to take into account the considerations listed in Clause 3 for the solution discussions of KI#1 primarily and also to other KI#3, KI#4 and KI#4 as applicable (i.e., if FBSS is a candidate).
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