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1
Decision/action requested

This contribution provides clarification to resolve EN in TR 33.794 Clause 4 Security Assumptions.
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3
Rationale

TR 33.794 has the following Editor’s Note to discuss and agree on the right network function to be used for providing the identified and collected data to the Operator’s security function to enable necessary security evaluation and monitoring. 

Editor’s Note:  Reusing existing network function such as NWDAF to expose the identified and collected data to the Operator’s Security function is FFS.
Observation 1: TS 23.501 [3] Clause 6.2.6. NF Profile, states that, ‘NF profile of NF instance maintained in an NRF includes the following information: -
NF instance ID. -
NF type.…. - Location information for the NF instance. NOTE 3:
This information is operator specific. Examples of such information can be geographical location, data centre.’.
Observation 2: TS 23.288 [2] describes that NWDAF provides analytics based on suspicion of DDoS attack, as in Clause 6.7.5 Abnormal behaviour related network data analytics. Further as per [2] Clause 6.2 Procedures for Data Collection, ‘The Data Collection feature permits NWDAF to retrieve data from various sources (e.g. NF such as AMF, SMF, PCF, NSACF, GMLC and AF; OAM), as a basis of the computation of network analytics.

All available data encompass:

-
OAM global NF data,

-
Data available in NFs, e.g. behaviour data related to individual UEs or UE groups (e.g. UE reachability) and pre-computed metrics covering UE populations (e.g. number of UEs present in a geographical area), per spatial and temporal dimensions (e.g. per region for a period of time),

-
NF data available in the 5GC (e.g. NRF),

-
Data available in AF.’
Moreover as per [2] Clause 6.2.3.2 Procedure for data collection from OAM states, ‘NWDAF subscribes to the notification(s) related to the services provided by the management service producer…. management service producer notifies the data file is ready. As the final step, NWDAF fetches data by using file transfer protocols as defined in clause 11.6.2 of TS 28.532’.
Observation 3: TR 33.894 [4], ‘For NF monitoring, the framework of TS 23.288 [6] includes analytics for performance monitoring in clause 6.6 and load monitoring in clause 6.5. Such data could be used for example to evaluate the state of the NF and whether it is behaving normally. However, the framework in TS 23.288 [6] relies on the NWDAF, a 5G Core NF, to leverage such services. From a higher-level perspective taking into account the enterprise as a whole with the 5G Core being one part of it, such relevant information exposed by the 5G Core NFs (if any) directly or indirectly via the NWDAF is very likely to be used by an entity outside the 5G Core itself. This could be the operator security monitoring solution or whatever current proprietary solutions being used to achieve the same goals.’

Clarification Summary to resolve the EN: Based on Observation 1, it is evident that operator has information to the level of NF deployed location or data centre, which can help the operator to decide which location is more reliable (to be considered) as per the operator’s local policy to further determine where to deploy the NF instance (e.g., related to NWDAF) to offer the additional services (i.e., related to providing operator’s security function with necessary data for security evaluation and monitoring). 

Based on Observation 2 and 3, It is very clear that NWDAF already supports NF related data collection either directly  from NFs or indirectly via the OAM/NRF, so NWDAF’s existing feature (e.g., OAM based data collection) can be leveraged to offer services to Operator’s Security function to provide the necessary collected data. Further as stated in [4], the rest of security evaluation and monitoring task can be upto the Operator’s Security Function (i.e., based on operator security monitoring solution which is upto operator’s implementation). Alternatively, if we select any other existing NF to offer this additional service, this will lead to more cost as it requires the other NF to redo most of the NWDAF’s current feature for no good technical reason. So, it is suggested to reuse NWDAF to keep the impacts minimal. Also, introducing a new dedicated NF for this prupose is also not considered, just to keep the impacts very minimal to the extent possible. But if the SA3 WG wants to consider the later option, it can be discussed further to understand the benefits (if any) and to decide the most appropriate way forward accordingly.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change 1*****
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4
Security Assumptions

This section describes the potential security assumptions to be considered for the study specific to the objectives [2]. The security aspects identified with respect to the zero trust security tenets in the context of the 5GC SBA in TR 33.894 [3] are still relevant and applicable for this study.
Assumption #1: Based on Objective 1 (i.e., Data exposure for security evaluation and monitoring) the operator has deployed a Security Function.

- 
The Security function that performs the security evaluation and monitoring resides in the operator’s domain (i.e., external to the 3GPP network) and it is considered as a trusted entity. This Security function and its application logic are upto the operator’s implementation, and it can be outside the scope of 3GPP. 
-
The Data Collection feature permits NWDAF [11] to retrieve data from various sources such as NFs, OAM, NRF etc., therefore NWDAF is considered to collect the identified data from the NFs either directly or indirectly (via OAM) to expose data to the Operator’s Security Function.

NOTE: The NWDAF based on operator’s local policy determines to collect certain identified data from the NF(s) directly or indirectly (via OAM).

Assumption #2: For Objective 2 (i.e., Security mechanism for dynamic policy enforcement), the dynamic security policy enforcement is configured and controlled by the operator based on operator’s policy.
Editor’s Note: Which existing network function(s) is suitable to consume the results of Security evaluation and monitoring to apply dynamic security policy enforcement is FFS.
Exposing the security data in a structured manner can help automated continuous security monitoring. In order to do this, classification of security data and defining a structure can help. 

In relation to data exposure for security evaluation and monitoring, it is important to understand the relevant security risks associated with SBA. Accordingly, symptoms required to assess the possibility of exploiting any such risks can be considered for data exposure. For this study, it is assumed that following attacks may be applicable to SBA layer, which can be implemented using microservices or virtual network functions:

1. Network level attacks

2. Service-level attacks

3. API security risks

4. Infrastructure related attacks: These attacks can be considered out of scope for 3GPP. However, operators may want to define specific security data to be exposed for such attacks. The present document does not consider defining data exposure for these attacks.
*****End of Change*****
