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1
Decision/action requested

Approve the proposed KI for TR 33.700-32.
2
References

[1]
3GPP TR 23.700-32: "Study on User Identities and Authentication Architecture"
3
Rationale

TR 23.700-32 [1], Key Issue #4: "Identifying non-3GPP Devices Connecting behind a UE or 5G-RG" focuses on:

· identification of individual non-3GPP devices connecting behind a UE or 5G-RG and 

· restriction on number of simultaneously active devices behind a UE or 5G-RG.

This key issue is to study the authentication and authorization of a user identifier non-3GPP device behind UE or 5G-RG scenario, including the restriction of usage of simultaneously active non-3GPP device behind UE or 5G-RG.
4
Detailed proposal

It is proposed to approve the following KI in TR 33.700-32.


* * * * Start of Changes (all text new) * * * *
5.X
Key Issue #X: Authentication and Authorization of non-3GPP device behind a UE or 5G-RG
5.X.1
Key issue details

TR 23.700-32 [2], Key Issue #4: "Identifying non-3GPP Devices Connecting behind a UE or 5G-RG" focuses on:

· identification of individual non-3GPP devices connecting behind a UE or 5G-RG and 

· restriction on number of simultaneously active devices behind a UE or 5G-RG.

This key issue is to study the authentication and authorization of a user identifier non-3GPP device behind UE or 5G-RG scenario, including the restriction of usage of simultaneously active non-3GPP device behind UE or 5G-RG.
5.X.2
Security threats

Without support for identification, authentication, and authorization mechanism for non-3GPP devices connecting behind a UE or 5G-RG, an attacker may impersonate the non-3GPP device to gain unauthorized access to services normally available for the subscription of the UE or 5G-RG.
Without support for a mechanism to restrict the number of simultaneously active non-3GPP device identifiers behind the UE or 5G-RG, an excess number of non-3GPP devices may actively use the UE or 5G-RG subscription simultaneously.
5.X.3
Potential security requirements

The 3GPP system shall support the identification of a non-3GPP device behind UE or 5G-RG.
The 3GPP system shall provide means to authenticate and authorize a non-3GPP device behind UE or 5G-RG.
The 3GPP system shall support a mechanism to restrict the number of simultaneously active non-3GPP devices behind the UE or 5G-RG.


* * * * End of Change * * * *
