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1
Decision/action requested

It is requested to approve this tdoc to include the key issue in TR 33.745
2
References

[1] 33.745 Study on security aspects of 5G Next Radio (NR) Femto 
[2] 3GPP TS 33.320 Security of Home Node B (HNB)/Home evolved Node B
3
Rationale

SP-231675 was approved in SA during December 2023. In line with this study, SA3 should also study the security impacts of supporting Femtos in 5G network.

The rationale for this study is.
· Security aspects of a 5G NR Femto is currently not explicitly specified in 3GPP standards. 

· Femto deployments are likely to be diverse and outside direct operators’ control, i.e. in residential homes, enterprises, and small business. The connection from these diversely deployed femtos to the operator network need to be secure. It may increase threat to operators’ network if the core network topology is visible to the femtos deployed outside direct control of the operator.
3GPP TS 33.320 Security of Home Node B (HNB)/Home evolved Node B defines security requirements for LT HeNBs, these could be leveraged to define security requirements 5G NR Femtos.
r
4
Detailed proposal

**** START OF NEXT CHANGE ****
5.x
Key issue #x: 5GS Core network topology hiding from 5G Femto deployments 
5.x.1
Key issue details 

When a Femto cell connects to the operators’ core network, based on a deployment scenario the Femto may not be under direct control of the operator. The HgNB may be using unsecure public and/or 3rd party network to connect with the operator core. In such a deployment scenario, visibility of the operators’ core network toplogy to the HgNB, may make the operator’s network vulnerable to may threats.
5.x.2
Threats
Vsisbility of the operators’ core network toplogy to the HgNB connected over public unsecure networks, may make the operator’s network vulnerable to may threats by exposing it and provding insights about the network to potential rouge entities.

5.x.3
Potential security requirements 

The 5GS should support a mechanism to establish connectivity with the HgNBs, to enable the femto cells to offer services while hiding the 5GS core network toplogy.

Editor’s Note: Solutions can consider re-using clause 4.2.5 from TS 33.320 as much as possible.
**** END OF CHANGE ****
