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	Reason for change:
	Execution Steps of clause 4.2.3.3.2 states the following: 
“The tester verifies that there is no possibility to access and modify the firmware of the network product without successful authentication.”

According to NESAS, this expects the tester to prove a negative, which is extremely difficult. Therefore, it is recommended to change the text. 

	
	

	Summary of change:
	This CR proposes to update clause 4.2.3.3.2 with the suggested change as follows:
“The tester verifies that attempts to access and modify the firmware of the network product are permitted following successful authentication but prevented without prior successful authentication” 
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Requirement name: Boot from intended memory devices only
Requirement reference: to be done later
Requirement Description: 
The network product can boot only from the memory devices intended for this purpose.

Test case: 
Test Name: TC_BOOT_INT_MEM_1
Purpose:
Verify that the network product can only boot from memory devices intended for this purpose (e.g. not from external memory like USB key).
Procedure and execution steps:
Pre-Conditions:
A document which contains information regarding the firmware access mechanism supported by the product and about the memory devices from which the network product can boot.
Execution Steps
1.	The tester verifies that the network product is configured to boot from memory devices declared in the network product document only. The tester verifies that attempts to access and modify the firmware of the network product are permitted following successful authentication but prevented without prior successful authentication.
2.	The tester verifies that there is no possibility to access and modify the firmware of the network product without successful authentication and the authenticated subject (e.g., person or process) has no possibility to access and modify the firmware without privileged access rights.
Expected Results:
The network product cannot boot from a memory device that is not configured in its firmware, and access to the firmware is only possible with the correct authentication.
Expected format of evidence: NA
************* End of Change *************

