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******************** Start of 1st Change ************************************************************
[bookmark: _Toc19542447][bookmark: _Toc35348449][bookmark: _Toc114146573]4.3.4.12	Web server information in error pages 
Requirement Name: Web server information in error pages shall be deleted. 
Requirement Description: User-defined error pages shall not include version information about the web server and the modules/add-ons used. Error messages shall not include internal information such as internal server names, error codes, etc. Default error pages of the web server shall be replaced by error pages defined by the vendor.
Test Case: 
Test Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION
Purpose:
To verify that error pages and error messages do not include information about the web server.
Procedure and execution steps
Pre-Conditions:
-	The tester has received all needed configuration information (including web server name and version).
-	The tester has received all needed privileged user credentials.
-	The tester has received all needed normal user credentials.
-	A device under test (DUT) with web server up and running is available. 
- 	The tester has connected test equipment and can access the web server.
-	The tester has needed administrative privileges.
-	A tester machine is available. 
-	Recommended: For a simple and effective as well as for reproducible results an automatic assessment tool has been configured / script adapted in line with the Requirement Description. The tester can decide which Automatic assessment tool to be used for testing of the web server.
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. The tester is accessing the webserver.
2. The tester checks web server error pages configuration.
3. If default error pages exist, their contents should be checked for information that include name and version of the web server and the modules/add-ons installed.

4. The tester triggers actions on the webserver that lead to error messages (i.e., access not exiting resource to trigger 404 error). 

5. The tester is capturing the error messages and notifications.
6. The tester is repeating Step 1 and Step 2 firstly unauthenticated and secondly authenticated.
-	Check that generated error pages and error messages do not include information about the web server.
Expected Results:
For Step2, the captured error messages and notifications -	Evidence that generated error pages and error messages do not include information about the web server itself (e.g., web server name(s), error codes, etc) and the modules/add-ons used. If error messages and notifications are being provided, then these include operator specific content.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions
-	Test result (Passed or not)

******************** End of 1st Change ************************************************************




