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 ************* 1st of Change*************
[bookmark: _Toc137566172][bookmark: _Toc35529587][bookmark: _Toc35529497][bookmark: _Toc26876867][bookmark: _Toc19696873]4.2.2.1.12	AS algorithms selection 
Requirement Name: AS algorithms selection
Requirement Reference: TS 33.501 [2], clause 6.7.3.0 and clause 5.11.2. 
[bookmark: _GoBack]Requirement Description: The serving networkgNB selects the algorithms to use dependent on: the UE security capabilities of the UE, the configured allowed list of security capabilities of the currently gNBserving network entity as specified in TS 33.501 [2], clause 5.11.2.
"Each gNB/ng-eNB is configured via network management with lists of algorithms which are allowed for usage. There is one list for integrity algorithms, and one for ciphering algorithms. These lists are ordered according to a priority decided by the operator." as specified in TS 33.501 [2], clause 6.7.3.0.
Threat References: TR 33.926 [5], D.2.2.5 – AS algorithm selection and use
Test Case: 
Test Name: TC-AS-alg-select_gNB
Purpose:
Verify that the gNB selects the algorithms with the highest priority in its configured list. 
Pre-Conditions:
Test environment with the gNB has been pre-configured with allowed security algorithms with priority. 
Execution Steps
1)	The UE sends registration request message to the gNB.
2)	The gNB receives UE context setup request message.
3)	The gNB sends the AS SECURITY MODE COMMAND message.
4)	The UE replies with the AS SECURITY MODE COMPLETE message.
Expected Results:
The gNB initiates the SECURITY MODE COMMAND message that includes the chosen algorithm with the highest priority according to the ordered lists and is contained in the UE NR security capabilities. 
The MAC in the AS SECURITY MODE COMPLETE message is verified, and the AS protection algorithms are selected and applied correctly.
Expected format of evidence:
Sample copies of the log files.

************* End of Change*************

