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[bookmark: __RefHeading___Toc137461410]4.2.2.1.19	UP IP policy selection in S1 Handover
Requirement Name: Select the right UP IP policy in S1 handover.
Requirement Reference: TS 33.401 [2] clause 7.3.3
Requirement Description: " At an S1-handover, the source MME shall send the UE's UP integrity protection policy and the UE EPS security capability to the target eNB via the target MME. Besides, the source eNB shall also send the UE's UP integrity protection policy if received from the source MME to the target eNB in a source-to-target container. The target eNB shall use the UE capability indicating support of UP IP in EPS together with the UP integrity protection policy received from the MME and ignore the UP integrity protection received in the source-to-target container. If the target eNB does not receive the UP integrity protection policy from the MME, the target eNB shall use the UE capability indicating support of UP IP in EPS together with the UP integrity protection policy received from the source eNB. If both policies from MME and source eNB are absent, but EIA7 in the EPS security capability indicates that the UE supports use of user plane protection with EPC, the eNB shall use locally configured UP integrity protection policy." in clause 7.3.3
Threat References: TR 33.926 [4], clause C.2.2.a, UP integrity protection policy selection
Test Case:
Test Name: TC_ UP_IP_POLICY_Selection_S1_Handover
Purpose: To verify that the eNB has correct selection on UP IP policy in S1 handover
Pre-Condition: 
-	The target eNB network product shall be connected in emulated/real network environments. UE, source eNB and MME may be simulated.
-	The target eNB locally UP IP is set to NOT NEEDED.
-	The Ttester shall have knowledge of integrity algorithm and integrity protection keys.
-	The tester can capture the message via the Uu interface, or can capture the message at the UE. 
Execution Steps:
Test Case 1: 
1)	The tester triggers the source MME to sends EPS security capability with EIA7 to the target eNB indicating the UP IP is supported by the UE. And theFurthermore, the tester triggers the source MME to sends a UP IP policy with REQUIRED to the target eNB. 
2)	The Ssource eNB sends UP IP policy with NOT NEEDED in the source-to-target container to the target eNB.
3)	The target eNB sends a RRCConnectionReconfiguration message with integrity protection indication "on" to the UE.
4)	CThe tester checks that any Uuser data sent by the target eNB after sending the RRCConnectionReconfiguration message and before UE enters CM-Idle state is integrity protected.
Test Case 2:
1)	The tester triggers the source MME to sends EPS security capability with EIA7 to the target eNB indicating the UP IP is supported by the UE. Furthermore, the tester preparesAnd the MME todoes not send a UP IP policy to the target eNB. 
2)	TheS source eNB sends UP IP policy with REQUIRED in the source-to-target container to the target eNB.
3)	The target eNB sends a RRCConnectionReconfiguration message with integrity protection indication "on" to the UE.
4)	The tester Cchecks that any Uuser data sent by eNB after sending the RRCConnectionReconfiguration message and before UE enters CM-Idle state is integrity protected.
Test Case 3:
1)	The tester configures the target eNB to make sure the local UP IP is set to REQUIRED.
12)	The tester triggers the source MME to sends EPS security capability with EIA7 to the target eNB indicating the UP IP is supported by the UE. And Furthermore, the tester prepares the MME does to not send a UP IP policy to the target eNB. 
23)	The tester prepares the Ssource eNB does to not send UP IP policy in the source-to-target container to the target eNB.
34)	The target eNB sends a RRCConnectionReconfiguration message with integrity protection indication "offon" to the UE.
54)	The tester Cchecks that any Uuser data sent by eNB after sending the RRCConnectionReconfiguration message and before UE enters CM-Idle state is not integrity protected.
Expected Results:  
For all test cases 1 and 2, any user plane packets sent between UE and eNB over the Uu interface after eNB sending the RRCConnectionReconfiguration message is are integrity protected. 
For test case 3, any user plane packets sent between UE and eNB over the Uu interface after eNB sending RRCConnectionReconfiguration is not integrity protected.
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
For each test case: Configuration of UP IP of target eNB, source eNB and UP IP policy sent by MME.

[bookmark: __RefHeading___Toc137461411]4.2.2.1.20	Bidding down prevention for UP IP Policy
Requirement Reference: TS 33.401 [3], clause 7.3.3
Requirement Description: "Further, in the Path-Switch message, the target eNB shall send the UE's UP integrity protection policy and corresponding E-RAB ID to the MME. The sent UP integrity protection policy can either be the one received from source eNB or the locally configured one if the target eNB does not receive it from the source eNB, but the EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC. " as specified in TS 33.401 [3], clause 7.3.3.
Threat References: TR 33.926 [4], clause C.2.2.a, bidding down for UP IP Policy
Test Case: 
Purpose:
Verify that bidding down for UP IP policy is prevented in X2-handovers. 
Pre-Conditions:
-	The target eNB network product shall be connected in emulated/real network environments. UE, source eNB and MME may be simulated.
-	The target eNB locally UP IP is set to NOT NEEDED.
Execution Steps:
Test Case 1: 
	-	The tester configures the target eNB with UP IP set to NOT NEEDED.
-	The tester triggers the Ssource eNB to sends EPS security capability with EIA7 to the MME indicating the UP IP is supported and UP IP policy with REQUIRED in Handover Request message to the target eNB.
-	The target eNB sends path-switch request message with UP IP policy with REQUIRED to the MME.
Test Case 2: 
	-	The tester configures the target eNB with UP IP set to REQUIRED.
-	The tester triggers the Ssource eNB to sends EPS security capability with EIA7 to the MME indicating the UP IP is supported in Handover Request message to the target eNB. The tester prepares the source eNB todoes not send UP IP policy in the Handover Request message.
-	The target eNB sends path-switch request message with UP IP policy with NOT NEEDEDREQUIRED to the MME.
Expected Results:
For both test casees 1, the UP IP policy with REQUIRED is in the path-switch request message. 
For test case 2, the UP IP policy with NOT NEEDED is in the path-switch request message. 
Expected format of evidence:
Snapshots containing the result.
For each test case: Configuration of UP IP of target eNB, source eNB and UP IP policy sent by MME.

