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1
Decision/action requested

This contribution is triggering the discussion on the SCAS specification handling.
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Rationale

(A) The Security Assurance Methodology (SECAM) [1] evaluation process as well as the components of SECAM that are intended to provide the expected security assurance are used to describe the general scheme providing an overview of the entire scheme and explaining how to create and apply the Security Assurance Specifications (SCASs), (e.g., the most relevant SCAS is the Catalogue of general security assurance requirements [2]).

The following Figure 3-1 shows the process for obtaining the security requirements in SCAS documents. 
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Figure 3-1: Process for deriving security requirements in a SCAS document (TR33.916)
Copied text from the specification TR33.916 Clause 5.1:
-
Define the security problem 
By identifying which assets in the model of the network product class require protection and how these assets can be exploited by an attacker. The security problem definition also contains the security objectives of the network product class under analysis (i.e. which assets require what type of protection), and defines an attacker potential the network product class is supposed to resist. This step also contains the threat analysis employed to understand how an attacker performing the identified potential attacks may misuse the identified assets of the network product class. This provides a concrete security problem that is to be solved, which allows the selection of security requirements that are necessary and sufficient to solve the identified security problem. This material will be contained in a 3GPP Technical Report of the 900-series.
Observation 1:
A pre-requisite for the creation of a SCAS specification is the definition of the Asset and the corresponding Threat Analysis. The material should be contained in 3GPP technical report (e.g., TR 33.926 [3]).

(B) The 3GPP system architecture [4] is describing all entities of a 5G system and SA3 is creating based on this system architecture the SCAS specifications (e.g., MnF, PCF, UDM, UDR, SMSF, Split gNB, etc.).

Observation 2:
SCAS specifications have been developed for many of these entities, but risk analysis is missing.
Observation 3:
Most (if not all) of the test cases refer to the catalogue of SCAS requirements [3]. 

Recommendations:
(R1) 
The SECAM process must be followed, and here specifically the “Security Problem Description” for every Asset for which a SCAS specification is going to be created.
(R2) 
SCAS documents which are under development and for which no risk analysis has been prepared should be put on-hold to prepare the threat analysis and based on the outcome to finally decide on whether a SCAS document is needed.
(R3)
Assuming a SCAS document must be created, then only product specific tests or exceptions should be included in that document. Alternatively, SA3 is creating one common SCAS document.

4
Detailed proposal

SA3 is kindly requested to consider above recommendations for SCAS specification creation.
