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1	Decision/action requested
Aspects to be considered in LS reply for S3-234456/ C3-234640.
2	References
[1]	S3-234456 	LS on supporting resource owner-aware northbound API access in 3GPP
3	Rationale
The following provides proposals for SA3 responses to CT3 LS [1].

CT3 Question 1: Most of these Editor's Notes refer to stage 3. Should it be interpreted that SA3 requests stage 3 to take the lead on defining the necessary updates to the OAuth mechanism to support RNAA? 

SA3 response: Yes, SA3 requests stage 3 to take the lead.



Question 2:	What is exactly expected from stage 3 with regards to these Editor's Notes?

SA3 response: Please provide the details of RNAA access token.



Question 3:	What flow(s) should be supported for RNAA? 

SA3 response: All of the three flows should be supported by RNAA. 

Rationale: From TR 33.884 conclusion: “Authorization code flow, PKCE flow and client credential flow provide a different user experience and support different application needs. Thus these three flows are candidates to be considered as options for normative work.”


Question 4:	The resource owner ID is not defined in RFC 6749 as a possible input to the access token request for the "client credentials" flow? Can SA3 confirm that it is needed and for which purpose? Please also clarify how it should be used.

SA3 response:  

The resource owner ID is needed to link the access token request to either the UE user or subscriber, but SA3 left this to configuration or implementation, out of scope in 3GPP in this release. 

TR 33.884 provides the following explanation: “Regulatory requirements can affect whether UE user or subscriber is considered as the resource owner. Therefore, it is left to configuration or implementation in the authorization function (i.e. CCF) whose authentication (subscriber or UE) is required for authorizing access to a specific resource”. 

In our view, client credential flows need to be enhanced for working with RNAA. Details on this can be subject to a Rel-19 study.


 
4	Detailed proposal
LS-reply:
It is suggested to consider above responses in an LS reply to SA6 and CT3.

Proposed updates in 33.122:
It is proposed to create the additional diagrams within the TS that show the different configurations that can exist involving the CAPIF-8 interface, and which are the reason that SA3 went forward to allow 3 different authorization methods. 
In contrast to credential flow (as already specified for CAPIF), for certain RNAA use cases additional information should be provided for both the authentication flow with and without PKCE, hence these use cases necessitate the use of the authentication flow and CAPIF-8 deserves more detailed description even if out of scope in the present release. 

Proposal regarding CAPIF-8 mentioning in other 3GPP specs: 
It is proposed to only keep CAPF-8 in stage 2 specification with the reasoning. Note is added that stage 3 details are out of scope in this release. 

Discussion regarding GPSI:
TS 33.122 states “The access token shall include the resource owner ID and the API invoker ID. GPSI is used as identifier for the resource owner. The token issuer ID is the CCF ID.  The API invoker ID binds the token to the API invoker. To avoid privacy issues, GPSI needs to be different from MSISDN, SUPI etc.” 
However, this description for the access token should be revised in our opinion. 
In the case of the authorization code grant, there is no relationship between API invoker ID and UE identifier. Furthermore, the NEF API is using the SUPI as a parameter for resource identification. Thus, using the GPSI for identification of the resource owner might lead to issues which have not been addressed.

