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	Reason for change:
	In RNAA scenarios, the CCF shall check that the UE is accessing its own resources if the API invoker is on a UE.

The Editor's Note "the mapping of API Invoker ID and GPSI is left for stage 3." indicates the requirement for clarification on how CCF handles the checking issue by considering the API invoker ID and resource owner ID (i.e. the GPSI of the UE).

Since SA3 is responsible for designing the mechanism to handle the checking issue, this contribution provides clarification to resolve the Editor's Note.


For the case of the API invoker is part of the UE, if the authenticated API invoker ID is identical to the resource owner ID (i.e. the GPSI), the CCF can confirm that the UE is accessing its own resources.


[bookmark: _GoBack]Since API invokers may be different applications on the UE, the API invoker ID on the same UE may be different too. For the case of API invoker is the application on the UE, if the authenticated API invoker ID can be mapped to the resource owner ID (i.e. the GPSI), the CCF can confirm that the UE is accessing its own resources.

	
	

	Summary of change:
	- The following clarificaiton for API invoker ID and GPSI is added in clause 6.5.3.2 and 6.5.3.3.

CCF stores the mapping information between the API invoker ID and the esource owner ID. After CCF authenticates the API invoker, the CCF can confirm that the UE is accessing its own resources if the authenticated API invoker ID is identical to the resource owner ID  (i.e. the GPSI of the UE) or can be mapped to the resource owner ID (i.e. the GPSI of the UE).

-The following Editor's Note is resolved.
Editor's Note: the mapping of API Invoker ID and GPSI is left for stage 3

	
	

	Consequences if not approved:
	The Editor's Note related to API invoker ID and resource owner ID is not resolved.
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***************Start of the 1st Change ****************
[bookmark: _Toc145335307]6.5.3.2	Authorization using oauth client credential flow
If client credential flow is used for authorization of the API invoker by the AEF, the procedures in RFC 6749 [4] shall be followed with the following profile:
-	The access token request message may include the resource owner ID. 
NOTE 1: If the API invoker is on a UE, the CCF obtains its GPSI during authentication. 
Editor’s note: the mapping of API Invoker ID and GPSI is left for stage 3.
-	The CCF shall check whether the API invoker is entitled to consume the API and allowed to access the resources of the resource owner, by using authorization information available in the CCF.
-	If the API invoker is on a UE, the CCF shall check that the UE is accessing its own resources. CCF stores the mapping information between the API invoker ID and the resource owner ID. After CCF authenticates the API invoker, the CCF can confirm that the UE is accessing its own resources if the authenticated API invoker ID is identical to the resource owner ID  (i.e. the GPSI of the UE) or can be mapped to the resource owner ID (i.e. the GPSI of the UE). If the API invoker is an AF not on a UE, the check is omitted. 

Editor's Note: Further details of the token are left for stage 3, this includes how to differentiate RNAA and legacy tokens
NOTE 2: How to get the authorization from the resource owner and store it in the CCF is out of scope of the present document.
***************Start of the 2nd Change ****************
[bookmark: _Toc145335308]6.5.3.3	Authorization using authorization code (optional PKCE) flow 
If authorization code flow, optionally with PKCE, is used by the AEF for authorization of the API invoker, the procedures in RFC 6749 [4] and optionally RFC 7636 [11] shall be followed, with the following profile:
-	The authorization token and/or authorization request may include the resource owner ID. 
Editor’s Note: Whether and how the token and/or authorization request can include resource owner ID is left to stage 3.
NOTE: If the API invoker is on a UE, the CCF obtains its GPSI during authentication. 
Editor's note: the mapping of API Invoker ID and GPSI is left for stage 3.
-	The resource owner dynamically allows the API invoker to access the resource owner's resources as described in RFC 6749 [4] and optionally RFC 7636 [11].
-	If the API invoker is on a UE, the CCF shall check that the UE is accessing its own resources. CCF stores the mapping information between the API invoker ID and the resource owner ID. After  CCF authenticates the API invoker, the CCF can confirm that the UE is accessing its own resources if the authenticated API invoker ID is identical to the resource owner ID  (i.e. the GPSI of the UE) or can be mapped to the resource owner ID (i.e. the GPSI of the UE). The access token shall contain the resource owner ID (i.e. GPSI) and the API invoker ID. If the API invoker is an AF not on a UE, the check is omitted. 
Editor's Note: further details of the token are left for stage 3, this includes how to differentiate RNAA and legacy tokens
***************End of the Changes ****************
