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***** START OF  CHANGE

[bookmark: _Toc145335288]5.2	Functional security model supporting RNAA
Figure 5.2-1 shows the functional security architecture of CAPIF framework when RNAA is supported. RNAA involves a user or subscriber of a UE as the resource owner. 
The resource owner client (ROC) is deployed on the UE. The authorization function itself is part of the CCF. The API invoker is the OAuth client. The OAuth Oauth client and the CCF shall communicate using https. 
[image: ]




Figure 5.2-1: CAPIF supporting RNAA functional security model 
Editor's note: the above figure will need alignment with SA6.
The ROC is authenticating (via CAPIF-8) to CCF as part of the interaction between API invoker and authorization function (part of CCF) (CAPIF-1/1e). The authorization function obtains the necessary permission from the resource owner for allowing the API invoker to access a northbound API and generates an authorization code that is provided to the API invoker by the Authorization function (CCF).  
Different functional security models can be envisioned for API invoker in relation to the ROC: 
· API invoker can be part of the UE and located on the device;
· API invoker can be independent from the UE but still located on the device (e.g., deployed by a third party);
· API invoker can be independent from the UE and located outside of the device (e.g., a game server).
The API invoker shall only access the northbound API (via CAPIF-2/2e) after successful ROC authentication (CAPIF-8) and authorization (CAPIF-1/1e). 
NOTE: The detailed architecture for CAPIF-8 is out of scope of the present release.
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