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1
Decision/action requested

Aspects to be considered in LS reply and potential CRs in 3GPP.
2
References

[5]
S3-234444 (LS from GSMA)
3
Rationale

GSMA provided information on details for the bilateral TLS for roaming. While in general, the design is very well written and understandable, the following comments can be considered in a LS reply and for more detailed discussion in CT4 and GSMA 5GMRR working group.

Step 16

If the SenderN32fFqdn and/or SenderN32Port were provided by the r-SEPP (and are different from the n32-c FQDN and/or Port) the supporting i-SEPP shall initiate a new DNS A/AAAA query to the authoritative DNS to retrieve the corresponding IP address.

If the SenderN32fFqdn and/or SenderN32fPort were not provided by the r-SEPP, the same FQDN (as selected in step 7) and/or port    as used for the N32-c Handshake shall be used by the i-SEPP.

Comment: 

While a SEPP may include SenderN32fFqdn, SenderN32Port, it is not necessarily required. When SenderN32fFqdn and/or SenderN32Port are missing, then 29573 allows fqdn/port to be locally configured. Furthe, different ports for sender N32c and sender N32f can be used, since it is expected that N32f port can be locally configured at the r-SEPP.

Proposal 1: update Step 16 to to allow local configuration of N32f port.

Section 2

‘For the initial setup it is also assumed that the N32 connection is established on the first message from PLMN A to PLMN B when there is no previously opened N32 connection available. The alternative of setting up the connection at the time of provisioning is not discussed but can be derived as being a connection setup to the primary PLMN ID’

Comment:

N32 connections are usually established at the time of provisioning. It does not wait for the first message from PLMN A to PLMN B. While this section allows both, it may be a consideration to clarify this.
Proposal 2: potentially only describe that N32 connection is established at the time of provisioning.

Step 18, 21 states:
‘If 3gpp-Sbi-Target-apiRoot header is not used between SEPPs the :authority header will be set to the pNF FQDN.’

Comment: 

When :authority header is set to the pNF FQDN, the TLS handshake will fail. This can be avoided if SEPP supports 3gpp-Sbi-Target-apiRoot header and not telescopic FQDN. 

From an operational perspective, telescopic FQDN were introduced first, but soon the limitations were realized, which led to the universal usuable supports 3gpp-Sbi-Target-apiRoot header.

Proposal 3: GSMA can provide guidance on usage of supports 3gpp-Sbi-Target-apiRoot header and telescopic FQDN.
Step 7 states:
‘For this document it is assumed one r-SEPP is selected’
Comment: 

According to 3GPP specification, i-SEPP sets up N32 connections to each selected r-SEPP. In this document the steps are shown only for one of the r-SEPP. 

Proposal 4: For generic use and guidance, it is recommended to include that several r-SEPPs can exist and that the N32 connections are set up separately.
          

4
Detailed proposal

It is proposed to consider the following for a LS reply and as guidance for GSMA 5GMRR and 3GPP CT4.
Proposal 1: update Step 16 to to allow local configuration of N32f port.

Proposal 2: potentially only describe that N32 connection is established at the time of provisioning.

Proposal 3: GSMA can provide guidance on usage of supports 3gpp-Sbi-Target-apiRoot header and telescopic FQDN.

Proposal 4: For generic use and guidance, it is recommended to include that several r-SEPPs can exist and that the N32 connections are set up separately.

          

