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1	Overall description
SA3 has recently noticed about the discussions in SA6 and CT1 working groups on authentication and authorization aspects in the usage of MC gateway UE which allows the non-3GPP devices with or without MC clients to access the MC services. Considering the Rel-18 timeline and meeting schedules of the working groups, SA3 would like to be proactive and provide an evaluation about the authentication and authorization aspects. 
SA3, as the working group responsible for the security of 3GPP defined systems, would like share one important principle in authentication and authorization, by pointing out the procedure step in SA6 specification related to the authorization of usage of MC Gateway UE. Step 4 of the procedure in subclause 11.5.1.2.3 of TS 23.280 states the following: 
The MC server performs an authorization check, to verify that access via the MC gateway UE is permitted. An MC server shall reject the connection authorization when the MC server receives connection authorization from a MC gateway client for a particular MC service for which the connection already exists with the same or different MC gateway UE.
The MC gateway UE function in the MC service server (depicted in Figure 11.2.1-1 of TS 23.280) performs this authorization according to the procedure, but in this procedure the MC gateway UE function in the MC service server does not authenticate the MC gateway client in the non-3GPP device behind the MC gateway UE, so authorization without authenticating the MC gateway client prevents a secure authorization check because spoofed identifiers can be used by a compromised MC gateway UE. 
If there is no direct communication between the MC gateway client in the non-3GPP device and the MC gateway UE function in the MC service server, then the current mechanism in TS 33.180 cannot be used to authenticate the MC gateway client by the MC gateway UE function. 
Thus, it may not be possible for the MC gateway UE function in the MC service server to authorize the MC gateway client if there is no direct communication between the non-3GPP device and the MC service server. 
2	Actions
To: SA6, CT1
ACTION: 	SA3 kindly asks SA6 and CT1 to take the above information into account and formally inform SA3 if there are some points that need to be addressed by SA3. 
3	Dates of next TSG SA WG 3 meetings
SA3#115	26 February - 1 March 2024	Athens, Greece
SA3#116	20 -24 May 2024			TBD, South Korea

